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THE LEGISLATIVE POST Audit Committee and its
audit agency, the Legislative Division of Post Au-
dit, are the audit arm of Kansas government.  The
programs and activities of State government now
cost about $10 billion a year.  As legislators and
administrators try increasingly to allocate tax dol-
lars effectively and make government work more
efficiently, they need information to evaluate the
work of governmental agencies.  The audit work
performed by Legislative Post Audit helps provide
that information.

We conduct our audit work in accordance
with applicable government auditing standards
set forth by the U.S. Government Accountability
Office.  These standards pertain to the auditor’s
professional qualifications, the quality of the audit
work, and the characteristics of professional and
meaningful reports.  The standards also have been
endorsed by the American Institute of Certified
Public Accountants and adopted by the Legisla-
tive Post Audit Committee.

The Legislative Post Audit Committee is
a bipartisan committee comprising five senators
and five representatives.  Of the Senate members,
three are appointed by the President of the Sen-
ate and two are appointed by the Senate Minority
Leader.  Of the Representatives, three are ap-
pointed by the Speaker of the House and two are
appointed by the Minority Leader.

Audits are performed at the direction of
the Legislative Post Audit Committee.  Legisla-

tors or committees should make their requests
for performance audits through the Chairman
or any other member of the Committee.  Copies
of all completed performance audits are avail-
able from the Division’s office.

The Legislative Division of Post Audit supports full access to the services of State government for all
citizens.  Upon request, Legislative Post Audit can provide its audit reports in large print, audio, or other
appropriate alternative format to accommodate persons with visual impairments.  Persons with hearing
or speech disabilities may reach us through the Kansas Relay Center at 1-800-766-3777.  Our office
hours are 8:00 a.m. to 5:00 p.m., Monday through Friday.
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To: Members, Legislative Post Audit Committee

Senator Derek Schmidt, Chair Representative John Edmonds, Vice-Chair
Senator Bill Bunten Representative Tom Burroughs
Senator Anthony Hensley Representative Bill McCreary
Senator Dave Kerr Representative Frank Miller
Senator Chris Steineger Representative Dan Thimesch

This report contains the findings, conclusions, and recommendations from our completed
performance audit, Topeka School District:  Determining What Factors Led to Delays in the District’s
Detection of a Check Fraud Scheme (Limited-Scope Audit).

The report includes several recommendations for improving school districts’ ability to prevent
or detect check fraud schemes.  This report recommends that the Topeka School District review bank
reconciliations in more depth, and recommends that school district officials throughout the State
review their financial practices and related management oversight procedures for preventing and
detecting check fraud.

We would be happy to discuss these recommendations or any other items in the report with
any legislative committees, individual legislators, or other State officials.

Barbara J. Hinton
Legislative Post Auditor
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Get the Big Picture 

Read these Sections and Features: 

 

1. Executive Summary - an overview of the questions we 

asked and the answers we found. 

 

2. Conclusion and Recommendations - are referenced in 

the Executive Summary and appear in a box after each 

question in the report. 

 

3. Agency Response - also referenced in the Executive 

Summary and is the last Appendix. 

 

    Helpful Tools for Getting to the Detail 
 

 In most cases, an “At a Glance” description of the agency or 

department appears within the first few pages of the main report. 

 

 Side Headings point out key issues and findings. 

 

 Charts/Tables may be found throughout the report, and help provide 

a picture of what we found. 

 

 Narrative text boxes can highlight interesting information, or 

provide detailed examples of problems we found. 

 

 Appendices may include additional supporting documentation, along 

with the audit Scope Statement and Agency Response(s).  

Legislative Division of Post Audit 

800 SW Jackson Street, Suite 1200,   Topeka, KS 66612-2212 

Phone: 785-296-3792      E-Mail: lpa@lpa.state.ks.us 

Web: www.kslegislature.org/postaudit 
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Between June 2001 and April 2003, the district lost more than
$500,000 to fraudulent checks.  Seventeen counterfeit checks, made to
look like Topeka school district checks, totaled $554,149.70.  Two personal
checks with Topeka school district bank and account information totaled
$307.48.  The banking system caught one of the counterfeit checks and
restored $38,249.60 to the district’s bank account.

The district had reasonable financial procedures in place for
trying to prevent or detect check fraud, but they weren’t always
followed.  One of the main procedures for detecting check fraud is
reconciling the checking account to the bank statement.  Although the
district’s then-accountant had the key information needed to complete a
thorough reconciliation, he didn’t actually reconcile the checking account to
the bank statement.  He prepared a reconciliation report for management,
but according to district officials he used a process that assumed all
checks paid by the bank were accurate and legitimate.  Proper
reconciliations would have identified the fraudulent checks.

Many of the reconciliations weren’t done on a timely basis, but even
if they had been timely, they wouldn’t have found the fraudulent checks
given the process the accountant appeared to be following.

The district generally had reasonable management oversight
procedures in place, but some of those procedures weren’t always
carried out well.  District management didn’t review the bank
reconciliation reports in depth.  As a result, they didn’t see indications of
problems that were present in some of the reports.  Had they seen them,
district management could have questioned whether the reconciliations
were being done properly, which should have led to discovery of the
fraudulent checks.

In addition, the district contracted with independent auditors who
looked at the year-end bank reconciliations annually.  Over the years, the
auditors routinely cited problems with timeliness of reconciliations and
integrity of financial data prepared by the district’s computer staff.  The
auditors told us that in fall 2003, the differences between the amount shown
on the district’s outstanding checks register and the amount the
accountant had used in his reconciliation report was so great they had to
temporarily stop their audit until the district could reconcile its accounts
satisfactorily.

Question 1: What Factors Prevented the Topeka School District from
Promptly Detecting and Dealing with the Check Fraud Scheme?
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After it became aware of problems with the bank
reconciliations, the district took a number of actions.  The district did
the following:
• Hired two temporary accountants to review previous bank

reconciliations, which helped identify the fraudulent checks.
• Filed reports with the Topeka Police Department and Federal Bureau of

Investigation.
• Notified its Board of Education about the problems.
• Filed a claim with its bank to recover the moneys paid out for the

counterfeit checks.  (That claim was denied by the bank.)
The district also hired a law firm and filed a lawsuit against the bank.

Question 1 Conclusion

Question 1 Recommendation

All school districts should have basic financial and
management oversight procedures in place.  In some cases, deciding
which practices to follow–and how far to carry them out–can be a matter of
judgment.  In such cases, there may be a balance between the potential
risk involved and the additional costs or staff resources required.  Whether
to use positive pay bank services and the level of management oversight
are specific issues to be considered.

Question 2 Recommendations

APPENDIX A:  Scope Statement

APPENDIX B: Example Bank Reconciliation Report

APPENDIX C: Responses to the Draft Audit Report

............... page 12

............... page 12

............... page 13

............... page 15

............... page 16

............... page 17

............... page 22

Question 2: What Procedures Should School Districts Have in Place
To Ensure that Similar Schemes Are

Detected and Dealt With Promptly?

This audit was conducted by Randy Tongier and Jill Shelley.  Cindy Lash was the audit manager.  If
you need any additional information about the audit’s findings, please contact Mr. Tongier at the
Division’s offices.  Our address is: Legislative Division of Post Audit, 800 SW Jackson Street, Suite
1200, Topeka, Kansas 66612.  You also may call us at (785) 296-3792, or contact us via the Internet
at LPA@lpa.state.ks.us.
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The local press recently reported that the Topeka school district (USD
501) was the victim of an international counterfeit check scam that
resulted in $554,000 being illegally withdrawn from the district’s bank
account over a period of 23 months.  The counterfeit checks—ranging
from $9,852 to $64,918—were deposited in such faraway locations
as China, Latvia, and Taiwan.  The scam apparently continued even
after the banking system had identified one counterfeit check in
November 2002.

Local legislators subsequently expressed concerns about why the
district hadn’t detected the counterfeit checks earlier, and about what
procedures school districts in general needed to help promptly detect
such scams in the future.  In response to that interest, the Legislative
Post Audit Committee authorized a limited-scope audit to answer the
following questions:

1. What factors prevented the Topeka school district from
promptly detecting and dealing with the check fraud scheme?

2. What procedures should school districts have in place to
ensure that similar schemes are detected and dealt with
promptly?

To answer these questions, we interviewed district officials and
reviewed district accounting records, bank statements, internal reports,
and related documents.  We also interviewed the district’s independent
auditors and reviewed certain of their audit workpapers.  In addition,
we interviewed representatives of financial institutions and reviewed
accounting and auditing textbooks and literature from the Government
Finance Officers Association to identify recommended practices in this
area.

The limited scope of this audit did not include determining how the
check fraud operated; assessing any liability the bank, district
employees, or the independent auditors may have; or identifying and
evaluating the financial practices of any other school district.

A copy of the scope statement the Legislative Post Audit Committee
approved for this audit is included in Appendix A.  In conducting this
audit, we followed the applicable government auditing standards set
forth by the U.S. Government Accountability Office.  In the interest of
full disclosure, Legislative Post Audit has a current and ongoing

Topeka School District: Determining What Factors Led to
Delays in the District’s Detection of a Check Fraud Scheme
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contractual relationship with Berberich Trahan & Co., the Topeka
school district’s independent auditors.  Legislative Post Audit has
contracts with that firm (as part of a joint venture) for the annual audit of
the State’s financial statements and the financial-compliance audits of
the Lottery and the Kansas Public Employees Retirement System.  By
law, those contracts are awarded by the State’s Contract Audit
Committee, not by Legislative Post Audit.  The scope of this audit
didn’t call for us to evaluate the firm’s work.
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ANSWER IN BRIEF: Between June 2001 and April 2003, the district experienced
fraudulent check losses of more than $500,000.  Those losses
went on so long without being detected because, although the
district had put in place reasonable procedures to prevent and
detect check fraud, the bank reconciliation process wasn’t done
properly.  As a result, that process didn’t find any of the
fraudulent checks.  In addition, although the district had put in
place generally reasonable procedures to ensure that bank
reconciliations were done properly, those procedures weren’t
always done as well as they could have been.  There were several
times when district management could have seen indications that
the reconciliations weren’t done properly, but apparently they
didn’t.  If those indications had been seen and pursued, the
fraudulent checks could have been discovered earlier, and the
district’s losses could have been limited.  These findings and
others are presented in the following sections.

The district had identified a total of 19 fraudulent checks totaling
about $554,000 that were paid from the district’s account with US
Bank during that time.  Those checks fell into two groups:

� 17 counterfeit school district checks that were written to such
entities as Don Hua Electric Stock Co. Limited and Best Grade
Trading Limited, and that were deposited into overseas accounts
and paid from the district’s account.  These 17 checks totaled
$554,149.70.

� 2 personal checks—not counterfeit district checks—that had the
district’s bank, bank number, and checking account number printed
on them.  These checks totaled $307.48.  We could tell that one
check was written to Super Wal-Mart; the other payee was illegible.

Table I-1 on the next page summarizes these 19 fraudulent checks.

The banking system identified one counterfeit check for
$38,249.60 in October 2002, and reimbursed the district for the
full amount in March 2003.  Apparently after that check cleared
the bank, banking officials contacted the district’s accountant to
confirm that the check was counterfeit.  The bank reimbursed the
district the full amount in March 2003.  That discovery and
reimbursement left the district’s losses at about $516,000.

Question 1: What Factors Prevented the Topeka School District From
Promptly Detecting and Dealing with the Check Fraud Scheme?

Between June 2001 and
April 2003, The
District Lost More
Than $500,000 To
Fraudulent Checks
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Table I-1

List of Counterfeit and Non-USD 501 Checks Paid From the District’s Bank Account

Counterfeit Checks:

Check

Number

Date

Written Payee

Date

Cleared

Bank

Amount of

Check

176847 5/14/2001 Codjo Gilbert Semasse 6/4/2001 $         9,852.63

176983 7/19/2001 Best Grade Trading Limited 8/15/2001 15,269.74

176987 7/24/2001 Bruin Taiwan Company Ltd 8/27/2001 13,958.00

177352 10/10/2001 Best Grade Trading Limited 11/9/2001 24,758.36

177364 10/18/2001 Bruin Taiwan Company Ltd 11/13/2001 19,526.40

177948 12/20/2001 Best Grade Trading Limited 2/8/2002 29,488.00

179827 4/18/2002 Best Grade Trading Limited 6/3/2002 35,294.68

179839 4/24/2002 Zhang Zhong Gian 6/20/2002 32,956.00

179884 9/9/2002 Wang Xiangai 9/23/2002 13,400.00

179850 8/14/2002 Swanghai Waygiam Imp & Exp Co 9/30/2002 45,920.00

179865 8/23/2002 Tsai Chia Wen 10/7/2002 29,574.38

179873 8/27/2002 Don Hua Electric Stock Co, Ltd 10/9/2002 44,839.91

179857 8/20/2002 Zhang Zhong Gian 10/17/2002 (a)    38,249.60

179879 8/30/2002 Sun’s Co (SUNNY) 10/23/2002 36,427.00

179912 11/14/2002 Jesper Madsen 12/18/2002 59,863.00

179918 11/19/2002 Jorgen Lisberg Jensen 12/19/2002 64,918.00

179973 2/9/2003 Twinmos Technologies, Inc. 4/21/2003 39,854.00

TOTAL OF COUNTERFEIT CHECKS $     554,149.70

Non-USD 501 Checks:

Check

Number

Date

Written Payee

Date

Cleared

Bank

Amount of

Check

7072 12/24/2002 (illegible) 12/30/2002 $            120.00

7073 12/24/2002 Super Wal-Mart 12/30/2002 187.48

TOTAL OF NON-USD 501 CHECKS $            307.48

Source: Topeka School District records.
(a) This check later was identified as fraudulent, and the district was reimbursed this amount.
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Anyone with a checking account can be the victim of a check fraud
attempt, although the likelihood of such an attempt may be small.
Organizations can put certain practices in place to try to prevent some
frauds from occurring, and to help detect frauds that do occur so they
can be stopped and losses recovered.  Table I-2 shows the major
practices recommended in this area.

At the time this counterfeit check fraud scheme was successfully
operating, the Topeka school district’s established procedures called for
essentially all these financial practices to be followed, except for the use
of a positive pay service.  The district switched banks in Fall 2003, and
signed up for the positive pay service at a cost of $50 per month for
each account covered.

Even without the positive pay service, the bank reconciliation
procedures the school district established should have been sufficient for

The District Had
Reasonable Financial
Procedures in Place
For Trying To Prevent or
Detect Check Fraud, But
They Weren’t Always
Followed

Table I-2

Financial Practices for Preventing or Detecting Check Fraud

Recommended Financial Practice What it’s primarily designed to do

Practices primarily designed to try to prevent check frauds from occurring in the first place

Use security features in printing the checks
themselves.

Prevent someone from being able to easily
counterfeit a check.

Keep unused checks secure. Prevent someone from having unauthorized
access to legitimate blank checks.

Keep signature plates or other signature
apparatus secure.

Prevent an unauthorized person from issuing a
legitimate check with legitimate signatures.

Have bank reconciliations done by employees
who don’t handle cash, write checks, initiate the
check-writing process, or record cash transactions
in the accounting records.

Prevent the possibility of one person writing a
bogus check, taking the cash, and covering it up
by falsifying bank reconciliations and accounting
records.

Practices primarily designed to help detect any check frauds that have occurred

Reconcile the bank account each month on a
timely basis, and investigate any differences
identified.

Detect a fraudulent check after the bank has paid
it, but within a reasonable time frame so that the
fraud can be caught, the bank notified, and the
customer’s liability limited.

Use a “positive pay” service, if available. (The
customer periodically gives the bank a list of
check numbers and amounts, and the bank won’t
pay any checks presented that don’t match that
list unless it checks with the customer first.)  This
service generally has a fee associated with it.

Detect a fraudulent check before the bank pays it. 

Keep signature cards current. Demonstrate that an unauthorized person has
signed a check.
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the district’s accountant to detect fraudulent checks in time to question
the transactions with the bank, and have the district’s moneys restored
to the account.   Every month, the following key information was
available:

� the monthly bank statement showing the beginning account balance,
all deposits recorded, all checks paid, all other transactions (such as
interest earned on the account), and the ending account balance.

� a compact disk containing an electronic image of all checks the bank
processed through the account that month.

� the district’s monthly outstanding check register (called the APJ 600
Report), which is a computer-generated list of the individual check
numbers and amounts that hadn’t yet cleared the bank, plus a total
outstanding check amount.  District computer staff prepare this report
each month by combining district information about checks written
and bank information about checks paid by the bank.

The district’s reconciliation procedures called for the accountant to use
this information to compare the district’s checking account records with
the bank statement, identify any differences, and investigate any
differences that didn’t appear to be typical.  Such atypical differences
could be errors on the part of the district or bank in recording a
transaction, or they could be fraudulent transactions.

The accountant didn’t really reconcile the district’s checking
account balances with the balances on its bank statements.  The
process for reconciling a large organization’s bank statement and
checking account balance every month is similar to the process anyone
would use in reconciling his or her own checking account, except that it
involves many more transactions, and some of them are very large.

In simplified terms, the reconciliation process looks like this:

The balance shown on the bank statement

– outstanding checks the district wrote that
aren’t included on this bank statement

+ outstanding deposits the district made that
aren’t included on this bank statement

   Should = The balance shown in the district’s checkbook.

 If not, find out why.
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District procedures called for the accountant to use the official amount
from the outstanding check register (the APJ 600 report) as part of the
reconciliation process.  The accountant, who started with the district in
June 2001, apparently used that report for the April and May 2001 bank
reconciliations.

Beginning with the June 2001 reconciliation, however, the accountant
stopped using the figure from the district’s outstanding check register.
Instead, according to district officials, he used a process that assumed all
checks paid by the bank were accurate and legitimate, and didn’t
compare those checks with the checks originally written by the district.
As a result, the bank account was never really reconciled.  We weren’t
able to determine why the accountant followed this practice; he declined
to talk with us.

We noticed two things about the reconciliations we reviewed:

� The difference between the outstanding checks amount used by the
accountant and the amount from the district’s outstanding check
register gradually grew to more than $500,000.  Table I-3 on the next
page shows that the growth in this difference generally paralleled the
accumulating losses from fraudulent checks.

� Many of the reconciliations weren’t done timely.  During the 2001-2002
fiscal year, only three bank reconciliations were done within 30 days.
In fact, the first bank reconciliation report done for that year (covering
July 2001) was dated April 27, 2002, or about eight months late.  That
situation improved for fiscal year 2003, when 8 of the 12 reconciliations
were timely.  Because the reconciliations weren’t done properly, they
wouldn’t have found any fraudulent checks even if done timely.

During This Audit We Also Did Limited Testwork on Timeliness of Receipt Deposits

One additional way to limit the risk of loss is to deposit receipts on a timely basis.  During this audit, we did
limited testwork on how timely the Topeka School District deposited its receipts.  We found that a large
portion of district receipts are collected by the individual schools.  The schools deposit those receipts in
their own separate bank accounts.  They then write checks on their accounts to transfer moneys to the
central offices of the district.

District officials told us that it’s district policy for schools to deposit their receipts daily if possible, especially
if large amounts are on hand, but at least weekly.  Business Office staff used to do periodic reviews of
school fiscal practices, including checking for adherence to this policy.  District officials told us their
independent auditors now do periodic reviews of selected school fiscal practices on a sample basis.
Recent management letters from the auditors have not indicated any problems with timeliness of receipts.

During this audit, we checked a portion of one day’s receipts at the district’s main offices that were
scheduled for deposit that day.  The receipts were made up of checks from individual schools that all were
dated the previous day, so the deposit of those receipts would be timely.  The supporting documents for
those receipts indicated that the receipts were book rental fees that had been collected by the schools
within the most recent several weeks.  The documents didn’t show when those receipts had been
deposited in the schools’ bank accounts.
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Table I-3

Differences Between District Registers’ and Reconciliation Reports’

Amounts for Outstanding Checks

Month

Amount on

District Register

(APJ600 Report)

Amount Used 

for

Reconciliation Difference

Cumulative

Fraudulent

Check Loss

June 2001 $     1,541,784.12 $     1,530,701.99 $          11,082.13 $            9,852.63 

July 2001 163,933.95 153,305.78 10,628.17 9,852.63 

August 2001 3,963,335.96 3,917,804.31 45,531.65 39,080.37 

September 2001 478,772.95 438,402.28 40,370.67 39,080.37 

October 2001 174,532.46 135,590.10 38,942.36 39,080.37 

November 2001 858,140.96 777,531.84 80,609.12 83,365.13 

December 2001 889,048.15 809,584.33 79,463.82 83,365.13 

January 2002 1,187,642.68 1,111,168.73 76,473.95 83,365.13 

February 2002 1,096,427.49 990,532.47 105,895.02 112,853.13 

March 2002 1,024,544.29 919,632.27 104,912.02 112,853.13 

April 2002 228,367.26 123,605.24 104,762.02 112,853.13 

May 2002 2,481,502.89 2,374,408.34 107,094.55 112,853.13 

June 2002 272,239.06 96.949.17 175,289.89 181,103.81 

July 2002 162,194.32 (12,981.57) 175,175.89 181.103.81 

August 2002 847,689.01 672,645.42 175,043.59 181,103.81 

September 2002 190,835.73 (42,340.31) 233,176.04 204,423.81 

October 2002 417,698.06 40,454.51 377,243.55 389,514.70 

November 2002 336,724.98 (41,181.04) 377,906.02 389,514.70 

December 2002 192,300.49 (309,869.73) 502,170.22 514,603.18 

January 2003 1,081,929.08 580,256.75 501,672.33 514,603.18 

February 2003 1,087,343.55 587,333.42 500,010.13 514,603.18 

March 2003 243,577.11 (216,209.42) 459,786.53 476,353.58 

April 2003 588,148.26 90,206.65 497,941.61 516,207.58 

May 2003 1,412,981.75 867,004.17 545,977.58 516,207.58 

June 2003 2,192,862.30 1,646,205.72 546,656.58 516,207.58 

Source: Topeka School District records.
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As noted earlier, the district’s accountant wasn’t using the figure from the
district’s outstanding check register for the reconciliation process, as
called for.  From the June 2001 bank reconciliation on, he used a
process that assumed all checks paid by the bank were accurate and
legitimate, and didn’t compare those checks with the checks originally
written by the district.

At the same time, the reconciliation reports the accountant prepared
made it look like those reconciliations had been done properly.  For each
month from June 2001 through June 2003, the reconciliation report
showed that the account had been reconciled with no indication of
problems.

Given that, district management wouldn’t suspect there were any
problems unless it thought that its bank reconciliations weren’t being
done properly.  In this case, the district had no reason to think that there
were any problems with its bank transactions.

The district generally had reasonable management oversight
practices in place.  An organization’s management must not only adopt
appropriate financial practices, but it also must carry out appropriate
management oversight to ensure that those financial practices are being
followed.

We identified reasonable practices in this area and compared the
district’s procedures to them.  The results are presented in Table I-4.
That comparison showed that the district generally appeared to be
following reasonable oversight practices to help ensure that bank
reconciliations were done properly.

The District Generally
Had Reasonable
Management Oversight
Procedures in Place, but
Some of Those Practices
Weren’t Always
Carried Out Well

Table I-4

Practices to Ensure Bank Reconciliation Procedures Are Properly Followed

Standard management practice is to... In the district’s case...

Hire and assign qualified staff. The accountant responsible for the bank
reconciliations appeared to be well-qualified.

Have enough staff to accomplish the assigned
responsibilities.

Independent auditors raised a concern about
insufficient staffing in their audit covering fiscal
year 2001.  District management agreed with the
auditors but made no changes.  Later audits didn’t
raise the concern again.

Provide adequate guidance. The district had written procedures about how to
do the bank reconciliations.

Have management staff periodically review bank
reconciliations and investigate unusual reconciling
items.

The chief fiscal officer told us he reviewed the
accountant’s reconciliation reports mainly for
timeliness and agreement of balances.

Conduct periodic audits or review of procedures. The district has an independent financial audit
conducted each year.
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District management didn’t review the reconciliation reports in
depth.  Each reconciliation report is several pages long.  The first page
is a summary page, and the following pages list the individual reconciling
items.  An example reconciliation report is included as Appendix C.
Management’s review of the reports focused on the first page and not
the reconciling items on the following pages.  Because of that,
management missed opportunities to see possible indications that the
reconciliations weren’t done properly.

We reviewed the accountant’s reconciliation reports and related
documents from June 2001 through June 2003 to try to identify any
times or ways in which district management might have seen that
reconciliations weren’t being done properly.  As summarized below, we
found several:

� For five months, the reconciliation report added the
outstanding checks figure to the bank balance.  As pointed out
on page 6, the normal reconciliation process involves subtracting
outstanding checks from the bank statement balance.  This process
makes the outstanding check figure a negative number, not a positive
one.  However, it showed up as a positive number on five of the
reconciliation reports the accountant prepared because for those
months the amount of the accumulated fraudulent check losses
exceeded the amount of the actual outstanding checks.  The first
instance of this could have been seen by management in late August
2002.  That would have been an indication that the bank
reconciliations weren’t being done properly, and that could have been
investigated at that time.  Such an investigation likely would have
found the counterfeit checks.  By that time, the cumulative fraudulent
check loss was about $180,000.

� One fraudulent check identified by the bank wasn’t shown as a
reconciling item.  As indicated on page 3, the bank identified a
counterfeit check around the end of October 2002 and reimbursed the
district for that in early March 2003.  Although district management
didn’t know about that until the reimbursement, the accountant doing
the reconciliation knew about it in early November 2002.  Depending
on how the counterfeit check was accounted for, at least one bank
reconciliation report to district management should have shown that
check as a reconciling item.  If it had been reviewing individual
reconciling items in detail, district management could have known
that the reconciliations weren’t being done properly when it found out
about reimbursement for a counterfeit check it didn’t already know
about.  Again, an investigation of the improper bank reconciliations
likely would have found the counterfeit checks.  By that time, the
cumulative fraudulent check loss was about $475,000.

Independent auditors looked at the year-end (June) bank
reconciliation to compare amounts to the district’s cash
accounting records for audits of 2001, 2002, and 2003.  However,
the auditors told us they were not engaged to, nor did they, perform a
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detailed review of the bank reconciliations for those years.  Over the
years, the differences between the outstanding check register and the
number the accountant used in the reconciliation continued to grow.

� For June 2001, the difference between the amount shown on the
district’s outstanding check register and the amount the accountant
used in the reconciliation was about $11,000.  In its management letter
to the district, the audit firm identified the following problems as
reportable conditions: reconciliations weren’t being prepared in a timely
manner, financial data prepared by the computer staff was not always
consistent and couldn’t be relied on without verification, and staffing
levels in the financial area needed to be evaluated for adequacy.

� For June 2002, the difference between  the amount shown on the
district’s outstanding check register and the amount the accountant
used in the reconciliation was about $175,000.  Auditors said the
accountant provided them with documentation and explanations that
seemed reasonable at the time. In addition, they said the difference
was below their materiality threshold ($820,000) for the district as a
whole.  In its management letter to the district, the audit firm repeated
the reportable condition concerning integrity of financial data, and
added a reportable condition that the reconciliation contained numerous
posting errors and untimely adjustments.

� For 2003, the difference between these amounts was more than
$500,000.  According to the auditors, they told district officials they
couldn’t continue the audit until that difference was explained.
Because the accountant was no longer with the district, temporary
accountants were brought in to reconcile the accounts back to 2001.
In its management letter, the audit firm repeated the reportable
condition on integrity of financial data for the third time.   In addition, the
firm cited  failure to do timely and thorough reconciliations as a material
weakness–a higher level of concern than a reportable condition.

In Fall 2003, the district’s independent auditors raised a concern about
the bank reconciliation process.  At about that same time, because none
of the fraudulent checks which had already been paid by the bank out of
the district’s account had been recorded by the district, the district’s
records showed a bank balance much larger than its actual balance.  Late
in October, the district incurred 230 overdraft charges totaling almost
$7,000.  By this time, the accountant responsible for the bank
reconciliations had resigned to take another job.  In responding to this
situation, the district did the following:

� Hired temporary accountants to review and ultimately correct the
previous bank reconciliations.  They helped identify the fraudulent
checks, and also found several other smaller corrections needed.

� Filed reports with the Topeka Police Department and the Federal
Bureau of Investigation regarding the fraudulent checks.

After It Became
Aware of Problems
With the Bank
Reconciliations,
The District Took a
Number of Actions
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� Notified the district’s Board of Education about the situation.
According to district officials, they provided an initial briefing to the
Board on November 20, 2003, and a more detailed briefing on
January 8, 2004.  Because both these briefings were in executive
session, no minutes exist.

� Filed a claim with its bank to recover the moneys for the fraudulent
checks in early December 2003.  The bank responded that, because
the 30 days allowed for contesting paid items had expired, it was
denying the claim.

The district also hired a law firm and filed a lawsuit against the bank to
recover the moneys lost through the fraudulent checks.  That lawsuit is
still pending.

The Topeka school district suffered fraudulent check losses of more
than $500,000.  Two problems contributed to the district’s not
detecting those checks on a timely basis, and preventing  or limiting the
losses.  First, although the district had put in place reasonable
procedures to prevent and detect check fraud, the district’s bank
reconciliation process wasn’t operating properly.  The process as
operated wouldn’t and didn’t find the fraudulent checks.  Second,
although the district had put reasonable management practices in place
to ensure that bank reconciliations were done properly, those practices
as carried out didn’t find problems with the reconciliations.  District
management could have seen indications that the reconciliations
weren’t done properly before the problems came to light. Had those
indications been noticed and pursued, the district’s losses could have
been lessened.

To help ensure that bank reconciliations are done properly and that
any future check fraud is detected on a timely basis, district
management should review the detail of reconciling items on each
reconciliation report.

Conclusion

Recommendation
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The Topeka School District was the victim of check fraud over a
period of almost two years, with related losses of more than
$500,000.  The check fraud continued for so long without being
caught because a key financial practice designed to detect check
fraud wasn’t being followed, but reconciliation reports made it
look like it was.  That experience should make it clear that check
fraud can happen, that if not promptly detected the related losses
can be significant, and that staff may not always properly carry
out key procedures.  All districts should have the basic financial
practices in place to help prevent and detect fraud, and the basic
management oversight procedures in place to ensure that those
practices are being followed.  Districts also need to consider
whether additional steps—like using positive pay services or
performing additional management procedures—would reduce
risks in a cost-effective manner.

The Topeka school district experience demonstrates that the risks of
check fraud and of employees not properly following adopted
financial practices are real, not merely theoretical.  With advancing
technology, those risks are only likely to increase.

The Department of Education currently doesn’t provide any specific
guidance to school districts in this area.  However, the practices we’re
talking about are basic accounting and management oversight
procedures that all accountants and managers should be aware of
anyway.  Those practices were described in question 1, and are
summarized again in Table II-1 on the next page.

In some cases, deciding which practices to follow—and how far
to carry them out—can be a matter of judgment.   In such cases,
there may be a balance between the potential risk involved and the
additional costs or staff resources required.  School districts will need
to consider at least two issues in this area:

� Whether to use positive pay services.  As discussed in question
one, using a positive pay service means the customer periodically
gives the bank a list of check numbers and amounts, and the bank
won’t pay any checks presented that don’t match that list unless it
checks with the customer first.  This service, which is designed to
detect a fraudulent check before the bank pays it, generally has a
fee associated with it.

Question 2: What Procedures Should School Districts Have in Place
To Ensure that Similar Schemes Are Detected and Dealt With Promptly?

ANSWER IN BRIEF

All School Districts
Should Have Basic
Financial and
Management
Oversight Procedures
In Place
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For a small school district that has relatively few checks and is
following good bank reconciliation procedures, positive pay services
may not be cost effective.  These services also may not be available
through some smaller banks.  But for a larger district with significant
numbers of checks going through, the additional cost may be worth it
if that service is available.  However, using positive pay services
doesn’t eliminate the need for a strong bank reconciliation process.

� What level of management oversight to provide over
experienced staff.  We identified at least two procedures school
districts could follow on a periodic, ad-hoc basis to further reduce the
risk that key financial practices aren’t being followed without
management’s knowledge.  These are:

• Having management staff occasionally test a bank reconciliation
in detail, including tracing key amounts (such as the outstanding
checks amount) to the accounting details supporting those
amounts.

• Having an employee who doesn’t normally do the bank
reconciliation perform that reconciliation occasionally.  This will
keep the employee who regularly does the reconciliations from
“hiding” an ongoing problem.  In addition, this practice can have
the added benefit of cross-training the financial staff.

Table II-1

Good Financial and Management Oversight Practices

Good financial practices for trying 

to prevent and detect check frauds

Good management oversight practices

for ensuring that financial practices

are being followed

1. Use security features in the printing of the
checks themselves

2. Keep unused checks secure
3. Keep signature plates or other signature

apparatus secure
4. Keep signature cards current
5. Have the bank reconciliations done by

employees who don’t handle cash, write
checks, initiate the check-writing process,
or record cash transactions in the
accounting records

6. Reconcile the bank account each month
on a timely basis, and investigate any
differences identified

7. Make use of positive pay services, if
needed and available

1. Hire and assign qualified staff.
2. Have enough staff to accomplish the

assigned responsibilities.
3. Have enough staff to accomplish the

assigned responsibilities.
4. Provide adequate guidance.
5. Have management staff periodically

review bank reconciliations and
investigate unusual reconciling items.

6. Conduct periodic audits or review of
procedures.
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1. To minimize their risk of loss, school district officials should do the
following:

a. ensure that they have established adequate financial procedures
for preventing and detecting check fraud, and adequate oversight
practices for ensuring that those financial practices are being
properly followed.  At a minimum, those procedures should
cover the recommended practices listed in this report, should be
in writing, and should be made available to all employees with
staff and management responsibilities in this area.

b. consider the benefit of conducting on a periodic basis a more
detailed management review to ensure that financial practices are
being followed.  As noted in this report, these extended
procedures could include having management staff occasionally
test a bank reconciliation in detail, and having an employee who
doesn’t normally do the bank reconciliation perform that
reconciliation occasionally.

2. To help ensure that school districts make informed decisions about
the risks of check fraud and available ways of managing those risks,
the Department of Education should make school districts aware of
this audit’s findings and recommendations.

Recommendations
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APPENDIX A

This appendix contains the scope statement that was authorized by the Chair of the Legislative Post
Audit Committee on July 28, 2004.  The audit was requested by the Shawnee County legislative
delegation.

SCOPE STATEMENT

USD 501: Determining What Factors Led to Delays
In the District’s Detection of a Check Fraud Scheme

The local press has recently reported that the Topeka School District has been the victim of an
international counterfeit check scam that has resulted in $554,000 being illegally withdrawn from the
School District’s bank accounts.  It has been reported that 17 checks ranging in size from $9,852 to
$64,918 drawn on District accounts have been deposited in such faraway locations as China, Latvia, and
Taiwan.  The scam apparently continued even after one counterfeit check was uncovered in November
2002.  The School District has filed suit against US Bank, alleging the bank was negligent when it failed
to flag checks that used an outdated set of signatures and check numbers.

Recently, local legislators have expressed an interest in knowing what factors have led to delays
in the School District discovering the bogus checks, and what types of procedures school districts in
Kansas may need to put in place to ensure any similar types of scams are promptly discovered in the
future.

A limited-scope audit of this topic would address the following questions:

1. What factors led to delays in the Topeka School District’s ability to detect and promptly
deal with the check fraud scheme?  To answer this question, we would  review the district’s
check-writing and bank-reconciliation procedures to determine whether the District follows
good financial management practices in those areas.  If good financial management practices
weren’t in place during the time of the scam, we would determine why.  We also would look at
audit reports or management letters issued by the District’s external auditors to determine whether
they had pointed out any weaknesses in the District’s control of its bank accounts.  In addition,
we would interview the District’s internal auditors and look at workpapers to determine what
work they have done to look at the District’s bank accounts. We would determine when the 17
fraudulent checks were presented to the District’s bank for payment, and we would review bank
reconciliations, bank statements, cancelled checks, correspondence and other records to test
whether the District followed its procedures during those time periods, and if not, identify
which procedures weren’t followed and why.  Finally, we would determine what information
about the scheme was presented to the USD 501 School Board, when it was presented, and what
actions the Board took in response to that information.

2. What procedures should school districts have in place to ensure that similar schemes are
detected and dealt with promptly?   We would contact the State Department of Education to
determine what guidance they have provided to school districts regarding procedures they should
implement to safeguard their bank accounts.  We would review that guidance, and suggest any
changes or additions to it that may be needed based on our review of the recent scam in USD
501.

Estimated time to complete: 200 hours or less.
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APPENDIX C

Agency Responses

On September 23, 2004, we provided copies of the draft audit report to the
Topeka School District.  We also provided a draft copy of Question II to the
Department of Education.  The responses of the school district and the Department
are included as this Appendix.  After carefully reviewing the school district’s
response, we made some minor clarifications to the draft audit that didn’t affect
any of our findings or conclusions.
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