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To:  Members, Legislative Post Audit Committee

Senator Derek Schmidt, Chair Representative John Edmonds, Vice-Chair
Senator Bill Bunten Representative Tom Burroughs

Senator Anthony Hensley Representative Bill McCreary

Senator Dave Kerr Representative Frank Miller

Senator Chris Steineger Representative Dan Thimesch

This report contains the findings, conclusions, and recommendations from our
completed performance audit, Department of Administration’s SHaRP System:

Reviewing the Upgrading of That System.

The report includes several recommendations for the Department of Administration.
We would be happy to discuss these recommendations or any other items in the report with
any legislative committees, individual legislators, or other State officials.

Barbara J. Hinton
Legislative Post Auditor
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Get the Big Picture

Read these Sections and Features:

1. Executive Summary - an overview of the questions we
asked and the answers we found.

2. Conclusion and Recommendations - are referenced in
the Executive Summary and appear in a box after each
question in the report.

3. Agency Response - also referenced in the Executive
Summary and is the last Appendix.

Helpful Tools for Getting to the Detail @~

= In most cases, an “At a Glance” description of the agency or
department appears within the first few pages of the main report.

* Side Headings point out key issues and findings.

= Charts/Tables may be found throughout the report, and help provide
a picture of what we found.

= Narrative text boxes can highlight interesting information, or
provide detailed examples of problems we found.

= Appendices may include additional supporting documentation, along

with the audit Scope Statement and Agency Response(s).

Legislative Division of Post Audit
800 SW Jackson Street, Suite 1200, Topeka, KS 66612-2212
Phone: 785-296-3792  E-Mail: lpa@lpa.state.ks.us
Web: www.kslegislature.org/postaudit




EXECUTIVE SUMMARY

LecIsLATIVE DivisioN oF PosTt AupiT

Overview of the Kansas Department of Administration’s State
Human Resource and Payroll System

The Department of Administration operates and maintains the State ... page 2
Human Resource and Payroll System (SHaRP) used by most of State

government to process employee payroll, benefits, and other human

resource information. In all, SHaRP is used to process and maintain

information on about 52,000 full- and part-time employees. The software is

based on PeopleSoft human resource management software and was

initially developed for the State in 1995.

In 2002 the Department decided to install a major upgrade of the system.
PeopleSoft was dropping support for the software version the Department
used, and the new version of the software allowed employees to access
the system over the Internet. Moving the software from a client/server
system to a web-based system was a major project because it involved
creating a totally different technical architecture for the software. About
70 Department staff were involved in the project, mostly part-time. For
assistance on the project, the Department contracted with Accenture, a
consulting firm with previous experience with SHaRP. The project began in
June 2002 and was completed in June 2003, on time and under budget.
Total expenditures were about $3.6 million

Question 1. Did the Department of Administration Adequately
Consider Security When Managing the Upgrade of the
SHaRP System?

It appears the Department considered security in all stages of the
SHaRP upgrade. Project management documents showed serious
consideration of security from the beginning of the project. Soon after
starting the project, the Department created a security officer position for
SHaRP and hired a well-qualified security officer to design the application
security. The minutes of weekly progress meetings show that various
aspects of security were discussed nearly every week throughout the
project. Just before SHaRP was scheduled to go into production, the
Department had an outside consulting firm conduct a penetration test to
identify any vulnerabilities that hadn’t been addressed in the project.

We found two problems with the upgrade process:

The Department didn’t conduct a security risk assessment during the
SHaRP upgrade project. Risk assessments are conducted during project
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development to identify security risks, and to help staff systematically
design ways to minimize and manage those risks. When risk assessments
aren’t conducted, vulnerabilities that could be addressed can go unnoticed.

The Department’s method of distributing initial passwords to employees
was less secure than mailing them. With a large number of employees,
mailing out passwords is probably the best means of distribution, but it also
has its drawbacks. The Department had mailed passwords to employees
the first two years of open enroliment for health care and had problems with
employees losing them, and incurred printing and mailing costs. In the end,
the Department developed passwords based on personnel information
unique to each employee, and had human resource personnel in each
agency instruct their employees on how to determine the passwords. While
this method is cheap, it is very insecure.

Conclusion ... page 6

Recommendations ................ page 7

Question 2: How Well Is the Department Limiting Unauthorized
Access To its Information System Resources?

Access controls are the core of an organization’s security, ... page 8
determining who gets into the system and what they’re allowed to do.

Access controls protect computer systems and data on them from

unauthorized modification, disclosure, loss, or impairment. They are

designed to limit access only to those people who are authorized, and to

limit authorized users to the minimum level of access they need to do their

jobs.

With a few exceptions, the SHaRP system had good controlsto ... page 8
ensure that only authorized employees can gain access. The servers

that make up the various parts of SHaRP seem well protected from

unauthorized access from outside the system. The Department uses

firewalls and other devices as external barriers to SHaRP. Also, when

employees access SHaRP over the internet, their transactions are

protected with strong encryption. This helps prevent other people using the

internet from being able to read the confidential information contained in a

user’s session.

The other important type of protection in this area is passwords. Passwords
not only prevent non-employees from entering the system, but also prevent
employees from accessing other employees’ data. SHaRP generally had
good password controls. However, we did find some weaknesses.
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PeopleSoft didn’t incorporate some of the password controls we expected
in software of this type. In reviewing SHaRP’s password controls, we
discovered that PeopleSoft isn’'t designed with the capability to require the
password controls we were looking for. At least some of these
weaknesses could probably be remedied through further customizing the
programs themselves. However, in keeping with the general goal of
minimizing customization, the project team decided not to modify the
software to accommodate these changes.

The Department’s decision to remove certain standard password
requirements for all its computer applications weakened its agency-wide
password policies. When SHaRP went into production it incorporated most
of the Department’s password requirements, some of which are fairly
strict. In the first 90 days after implementation, the SHaRP help desk
received 12,000 calls, mostly having to do with passwords. The SHaRP
Steering committee decided the password requirements were too difficult
for many State employees, and asked the Department Security Council
for an exemption from the Department’s password policies.

Instead of exempting SHaRP from policies that were causing most of the
users’ problems, the Council weakened the Department’s policies as they
relate to all the Department applications. It replaced the specific policy
with a general provision that requires only that a password vulnerability
assessment be performed and that the team ensure that passwords are
protected at all points of potential compromise. The new policy doesn't
present any minimum rules or criteria to measure an application’s controls
against.

Help desk staff weren’t obtaining enough information from callers to
identify them before giving out passwords. A major responsibility of any
help desk is assisting people who have forgotten their passwords. An
essential prerequisite to setting a new password is making sure users are
who they say they are. Otherwise anyone with a little information about a
particular user could gain access to that user’s account. Department
policies for the help desk require the staff to ask users a number of
specific questions. However, when we called the help desk to test this, the
help desk staff only asked our name and employee number—not enough
information to identify a person. When we notified the SHaRP security
officer about this, he resolved the problem.

We identified a vulnerability in the SHaRP web access that would allow a
second person to gain access to an employee’s SHaRP account after the
employee had logged off. This allowed the second person to view the
employee’s account information. After we pointed out this vulnerability to
the Department it resolved the problem.

SHaRP has good access controls to limit what employees can do
within the application itself. Such access controls limit authorized
users to the minimum level of access they need to do their jobs. We found
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that SHaRP has well designed controls in this area, and that the security
staff do a good job of controlling and monitoring employee access inside
the application. We found two problems, both concerning accountability.

The computer actions taken by the database administrators, who handle
the databases that for the core of SHaRP, aren’t recorded. Most
applications have the ability to record, or log, important actions taken by
users. It's especially important to record actions of people who have broad
access, such as administrators. While the SHaRP application itself
provides good accountability, the same wasn’t true for actions taken in the
underlying databases by the database administrators. Department
officials report they are currently resolving this problem.

There is little monitoring of the SHaRP security officer’s actions. Sound
controls require some regular monitoring of people with significant levels of
access to an application. The security officer has access to almost
everything in SHaRP. We observed that SHaRP does a good job of
recording the security officer’s actions; however, no one has responsibility
to review the logs.

The Executive branch’s incident response function is carried out on
an ad-hoc basis. Incident response is an important part of an agency’s
security function. Incident response is how an organization reacts to an
actual security incident Because the Department is responsible for the
entire State wide-area network, its staff monitor the entire network for
security incidents.

Kansas State government has a security officer in the Kansas Information
Technology Office (KITO). The security officer has broad duties in policy
setting and in operations. He has responsibility for incident response in the
Department and in all of State government, but has no staff to do it with.
Therefore he has put together an informal incident response team made up
of staff from several sections of DISC. He has no authority over these
staff, all of whom have other jobs. Because these staff participate through
the good will of their supervisors, those supervisors have no obligation to
send those staff when they are needed.

Conclusion
Recommendations
APPENDIX A: Scope Statement

APPENDIX B: Agency Response

(785) 296-3792, or contact us via the Internet at LPA@Ipa.state.ks.us.

This audit was conducted by Allan Foster. If you need any additional information about the audit’s
findings, please contact Mr. Foster at the Division’s offices. Our address is: Legislative Division of
Post Audit, 800 SW Jackson Street, Suite 1200, Topeka, Kansas 66612. You also may call us at
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Department of Administration’s SHaRP System:

Reviewing the Department’s Upgrading of That System

This is the fourth in a series of specialized compliance and control audits
designed to focus on an important area of agency operations that generally
hasn’tbeen reviewed—the technical aspects of operating information
systems.

Atthedirection of the Legislative Post Audit Committee, this audit focused
on the project to upgrade the SHaRP system to make it available to users
overtheinternet. Specifically, we focused on how the system was secured.
The audit addresses the following questions:

1. Did the Department of Administration adequately consider
secur ity when managing theupgradeof the SHaRP system?

2. HowwellistheDepartment limitingunauthorized accesstoits
infor mation system r esour ces?

To answer these questions, we reviewed information system standards
and best practices in the areas listed above, interviewed Department
officials, reviewed and evaluated policies and other documentation, and
tested selected computer controls the Department used in managing
and securing SHaRP.

The scope statement for this audit approved by the Legislative Post
Audit Committee is included in Appendix A. For reporting purposes,
we’ve expanded the scope statement’s one question into two.

The criteria we used in reviewing the Department’s management efforts
in these two areas were from two main sources:

® the Control Objectives for Information and Related Technology (COBIT),
published by the Information Systems Audit and Control Association

@ the Federal Information System Controls Audit Manual, published by the
U.S. General Accounting Office.

In conducting this audit, we followed all applicable government auditing
standards. Our findings begin on page 4, following a brief overview.
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Overview of the SHaRP System

The Statewide Human Resource and Payroll System (SHaRP) is the
computer system the State uses to process employee payroll, benefits,
and other human resource information. Human resource information
includes such things as time, leave, and tax withholding data. It’sa
centralized system, meaning the system processes all human resource
and payroll data for all State agencies except for the Regents’
institutions. Those institutions have chosen to only use portions of
SHaRP.

The system is jointly administered by three divisions in the Department
of Administration: Personnel Services, Accounts and Reports, and
Information Systems and Communications. Inaddition, staff within
each State agency are responsible for managing their agency’s data.

Inall, SHaRP is used to process and maintain information on about
52,000 full- and part-time employees. The software is based on
PeopleSoft human resource management software, and was initially
implemented in 1995 by the Department of Administration in
partnership with Andersen Consulting (later renamed Accenture).

In 2002, the Department
Decided To Install a
Major Upgrade to SHaRP

That decision was based primarily on two factors: PeopleSoft was
dropping support for the software version the Department used, and
the new software version allowed employees to access the system over
the internet to view their personnel and payroll data and initiate some
transactions, such as changing their tax withholding. The new software
also allowed the Department to achieve some efficiencies, such as
eliminating the printing and postage costs for mailing pay advices every
two weeks to all State employees.

Moving the softwar efrom aclient/server system to a web-based
system wasamajor project becauseit involved creating atotally
different technical ar chitectur efor thesoftware. The projectto
upgrade SHaRP began in June 2002 and was completed in June 2003.
About 70 Department staff were involved, mostly part-time. The
accompanying chart shows the costs of the project, which was
completed on-time and slightly under budget.

To implement such a large software upgrade, the Department adopted
an organized process similar to that used to develop anew computer
project. A projectdirector and various subject-matter teams were
appointed, and the project was organized in phases. The project
started with a planning phase, then the team used the results of that

COMPUTER SECURITY AUDIT REPORT
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SHaRP Upgrade Project

AT A GLANCE
Authority: The PeopleSoft Upgrade project was officially approved by the Executive branch Chief
Information Technology Officer on 6/5/02, as required by K.S.A 75-7209.
Staffing: The Department supplied around 70 staff to the project at one time or another, most of whom

were assigend part-time. Department staff were from three divisions: Accounts and Reports,
Personnel Services, and Information Systems and Communications.

Budget: The project's major funding came from off-budget fee funds paid by State agencies for DISC
services. State General Fund appropriations made up the balance of the funding. The project
was completed about $232,000 under budget. The Department has reserved the remaining
funds for maintaining SHaRP.

SHaRP Upgrade Project Expenditures Sources for Funding for Expenditures
Type Amount % of Total
Contractual
Services $2,506,188 69%
Capital Outlay--
Hardware $836,650 23%
Capital Outlay--
Software $219,630 6% 62%
Commodities $69,133 2% 3%
Total Expenses: $3,631,601 100% Total Funding: $3,863,631

Source: Unaudited figures supplied by the Department of Administration .

phase to organize the upgrade effort. Asparts ofthe system were
completed the teams conducted several layers of testing.

Consultants from Accenture were heavily involved in the planning phase
ofthe project because of their experience with SHaRP and with
upgrading PeopleSoft for other clients. Inthe upgrade project,
consultants were used where Department expertise was lacking. Inan
effort to make the Department more self sufficient with SHaRP, the
consultants were gradually phased out as the project grew closer to
completion.

The Department’s team also made an effort to eliminate some of the
customization that had been done to the software when the system
initially was developed in 1995. Eliminating customization was done to
make the software easier to maintain, and to make future upgrades
easier and cheaper.
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Question 1: Did the Department of Administration Adequately Consider
Security When Managing the Upgrade of the SHaRP System?

ANSWER IN BRIEF: The Department considered security during all phases of the
upgrade process. It hired a full-time security officer for SHaRP
who had experience with PeopleSoft and who did extensive
work designing and implementing the application security
throughout the project. The Department also contracted for a
penetration test and vulnerability analysis before the system was
implemented. The Department didn’t conduct a formal security
risk assessment before upgrading the system, something that
could have helped identify potential security risks. In addition,
the method it used to distribute employees’ initial passwords to
the system was less secure than mailing those passwords,
increasing the risk that unauthorized people could have viewed
confidential employee data.

It Appearsthe Department  Bestpractices call for security to be considered at each stage ofa

Considered Security in system development project. When security is left until the end ofa
All Stages Of the development project, or is added after the project is completed, the
SHaRP Upgrade costis usually many times higher than if it is designed from the start,

and the add-on security is often less effective.

All thedocumentation wer eviewed showed that serious
consider ation wasgiven to security from thebeginning of the
project. Ourreview of how security was treated during the SHaRP
upgrade project showed the following:

® During the project planning stage, Accenture recommended that
the Department hire a full-time security officer for SHaRP. Soon
afterwards, the Department created a position and hired a well-
qualified security officer to design the application security for
SHaRP.

® During the project, the application security team and the
infrastructure team did most of the work on security. The
minutes of the weekly progress meetings show that various
aspects of security were discussed nearly every week. The only
concern we identified in this area was the mention in the
infrastructure team’s minutes of ““last-minute hardening in
preparation for the penetration test.” Hardening is a term
meaning configuring or adjusting servers or other devices to make
them more secure. It’s an activity that should be conducted early
in the project when the servers are built, not late in the project.
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® Nearthe end of the project, the Department hired an internationally
known security firm to conduct penetration tests to identify security
vulnerabilities. Such tests are conducted to see if someone can
break into the system, and to make recommendations on how to
make the system more secure.

4 N

N J

The Department Forced PeopleSoft To Fix a
Newly Discovered Vulnerability

During this audit, we were pleased with the way the Department handled its
security consultant’s discovery of a previously unknown vulnerability in the
underlying PeopleSoft programming code.

When such vulnerabilities are discovered, the accepted practice is to notify the
vendor, give them enough time to patch the vulnerability, then publish the
vulnerability in the security literature. This process gives the vendor time to
address the vulnerability and alert users before hackers become aware of the
problem. In addition to communicating the vulnerability to other users, it puts
pressure on vendors to fix problems in a reasonable time.

In this case, the Department’s consultant promptly notified PeopleSoft of the
vulnerability. PeopleSoft initially decided not to fix the vulnerability. However,
the Department held its ground and worked with the firm that discovered the
vulnerability to influence the software manufacturer to fix the problem.

Although it was clear that security was an important issue throughout the
SHaRP upgrade project, we did note two potential risk areas.

TheDepartment didn’t conduct aformal security risk
assessment duringtheSHaRP upgradepr oject. Formal security
risk assessments can help identify security risks, and can help staft
systematically design ways to minimize and manage those risks. When
they’re not done, vulnerabilities that could be addressed can go
unnoticed.

This problem was mitigated to some extent because the Department
was modifying already developed software. However, whatever
security risk analyses PeopleSoft had done in developing this software
wouldn’tnecessarily address all the risks specific to the Department and
how it conducts its business. Although failing to conduct an assessment
potentially resulted in unaddressed risks, we think that the thoroughness
with which the project team addressed application security in SHaRP
mitigated this risk to a large extent.

TheDepartment’ smethod of distributinginitial passwor dsto
employeeswaslesssecur ethan mailingthem. There are many
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ways to distribute initial passwords when a computer system first goes
on-line, none of them perfect. With alarge number of employees,
mailing passwords is probably the most secure means of distributing
them, but that method still has its drawbacks. Division of Personnel
officials pointed to their experience with mailing initial passwords to
employees for the first two years of on-line open enrollment for health
care. Some employees lost the password that was mailed to them, or
didn’thave itavailable when they tried to log-on the first time. They also
incurred printing and mailing costs. Based on that experience, they used
different methods in subsequent years.

The minutes show that Department staff had long discussions about how
to distribute the passwords employees needed to initially access their
SHaRP accounts. Inthe end, because of the reasons show above, the
Department developed unique passwords based on personal
information about each employee. Human resource directors in each
agency instructed their employees how to determine this initial
password. The system then required employees to create another
password before allowing them to open a session and view data.

While this method is less expensive, it’s also less secure. Anybody who
knew the relevant information could access an employee’s account
before the employee had an opportunity to seta password. Although
it’s impossible to say with any certainty whether or not that happened,
there were no formal reports of such incidents.

CONCLUSION:

It’s extremely important for security to be considered at all stages ofa
computer system development or upgrade project. Too often--both in
the government and private sectors--security is ignored until the end of
aprojectand the resultis poorly secured applications. Inupgrading
SHaRP the Department appears to have done a good job of
considering security throughout the project. Onthe down side, the
Department did not conduct a formal security risk assessment of the
SHaRP upgrade project. This is a practice that’s not yet widespread
among government agencies, but one that can provide additional
assurances that all significant risks have been identified and addressed.
On the plus side, the Department took the additional step of contracting
with a well known firm for a penetration test of SHaRP to test its
security before putting it into production. This is a practice more State
agencies could use for their critical, web-based applications.
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RECOMMENDATIONS: 1.

To ensure that security risks are adequately identified and
addressed for the Department of Administration’s major computer
system development or upgrade projects, the Department should
develop a policy requiring formal security risk assessments to be
completed early in all such projects.

To ensure that the vulnerabilities identified during the penetration
testof SHaRP are all satisfactorily resolved, the Department should
report back to us by October 30, 2004 regarding its remediation
efforts.

To ensure that personnel and payroll data for new employees
remain secure, the Department should develop a more secure
method of creating and distributing initial passwords for SHaRP
accounts.
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Question 2. How Well Isthe Department Limiting Unauthorized Accessto

Its Information System Resour ces?

ANSWER IN BRIEF:

Access controls determine who is admitted into a system and
what they are allowed to do once they have gained access. We
found a few weaknesses in SHaRP’ s password controls that
seem to be inherent to the PeopleSoft software. In addition, the
Department weakened the password policies governing all
Department applicationsin response to employee difficulties
with SHaRP’ s stringent password requirements. We also found
that the Department could improve the accountability of certain
powerful positions related to SHaRP, and improve the
supervision of the security function. Finally, the CITO needsto
enlarge the enterprise security function to replace the current
ad-hoc means of responding to security incidents.

Access Controls

Arethe Coreof an
Organization’s Computer
Security, Determining
Who Gets into the System
And What They're
Allowed To Do

Strong access controls protect computer systems and the data on them
fromunauthorized modification, disclosure, loss, or impairment. With
applications like SHaRP, access controls do the following:

® Limitaccess only to those who are authorized to enter the system.
This is accomplished by things like firewalls and passwords.

® Limitwhatusers are allowed to do within the application. Thisis
accomplished by assigning users to specific groups based on their
jobrequirements. Each group has its own set of “permission lists,”
which grants them the ability to do what they need to do, but bars
them from doing anything else in the application.

While their purposes are very different, both types of controls are
equally important. We reviewed both in this audit.

With a Few Exceptions,
The SHaRP System
Had Good Controls

To Ensure That Only
Authorized Employees
Can Gain Access

Servers that make up the various parts of SHaRP seem well protected
from unauthorized access from outside the system. The Department
uses firewalls and other devices as external barriers to

keep non-employees out of the system, and to let them access the web
servers while still keeping them out of the more critical servers where
the actual application and data reside.

Firewalls are set up to keep out people who don’t have proper
authentication. Also, when properly authenticated users access SHaRP
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over the internet, their transactions are protected with strong encryption.
This helps prevent other people who use the internet from using
intrusion techniques to read the confidential information contained in the
user’s session. We found these controls to be well designed and
operated.

The other important control in this area is passwords. Passwords not
only prevent non-employees from entering the system, but also prevent
employees from inappropriately accessing other employees’ data.
SHaRP generally had good password controls. We found some
weaknesses in this area, however.

PeopleSoft didn’t incor por atesomeof thepasswor d contr olswe
would haveexpected in an application of thistype. We can’tbe
specific without creating additional security problems for the
Department, but in certain instances, the new version of PeopleSoft
handles passwords less stringently than best practices require. Atleast
some of these weaknesses likely could have been remedied by further
customizing the programs themselves. However, given the general goal
of minimizing customization, the project team decided not to modify the
software to accommodate these changes.

TheDepartment’ sdecision toremovecertain standar d password
requirementsfor all itscomputer applicationsweakened its
agency-widepassword policies. When the new SHaRP system
initially came on-line, it incorporated most of the Department’s
password requirements, some of which were fairly strict.

Within the first 90 days, the SHaRP help desk received about 12,000
calls, mostly having to do with forgotten passwords. The SHaRP
Steering Committee (Department managers who made policy decisions
for the SHaRP project) decided the password requirements were too
difficult for many State employees, some of whom don’tuse computers
intheirjobs. Itasked the Department’s Security Council for an
exemption from the Department’s password policies.

Department officials told us that rather than grant an exemption for the
SHaRP system they decided instead to remove the requirement related
to the specific composition of passwords altogether. They replaced this
requirement with a general provision requiring only that a password
vulnerability assessment be performed during the development phase of
aproject, and that the team ensure that passwords are protected at all
points of potential compromise.

COMPUTER SECURITY AUDIT REPORT

Legidative Division of Post Audit
August 2004



The new policy doesn’t present any minimum rules or criteria for
measuring the adequacy of an application’s controls. Asaresult, the
Department’s decision has weakened password policies for all its
computer applications.

Help desk staff weren’t alwaysobtaining enough infor mation
from caller stoidentify them befor egivingthem anew password.
A major responsibility of any help desk is helping people who have
forgotten their passwords. The standard solution is for help-desk staff
to change the person’s password for them. An essential prerequisite is
making sure the user is who they say they are before giving them anew
password.

The Department has developed good procedures in this area, requiring
the help-desk staffto ask a caller anumber of specific questions before
giving them anew password. When we called the help desk to test this,
however, the help desk staff only asked for aname and employee
number. That’s not enough information to positively identify a person,
raising the risk that an authorized person could access another person’s
SHaRP account.

When we notified the SHaRP security officer about this, he indicated
the Department would provide additional training and emphasis on the
importance of asking for all the required identifying information.

Weidentified avulnerability in the SHaRP web accessthat
would allow a second per son to gain accessto an employee’'s
SHaRP account after theemployeehad logged off. When a
person enters SHaRP to view his or her account, the screen displays a
selection to use when the user is ready to log out of their session. We
discovered thatifauser logged out without closing their internet
browser, and another user had access to that computer, they could
reenter the closed SHaRP session. This would allow them to view the
original user’s data. This was only a problem in those situations were a
second user had access to a computer that an employee had used to
access a SHaRP account. After we pointed out this vulnerability, the
Department resolved it.

SHaRP Has Good
Access Controls To Limit
What Employees Can

Do Within the
Application |tself

Such access controls limit authorized users to the minimum level of
access they need to do their jobs. For example, a payroll clerk for an
agency may be granted permission to view and edit payroll records for
all employees in that agency, but none from other agencies. And
because the payroll clerk works only in payroll, he or she wouldn’t be
granted permission to view any employees’ other personnel records.
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Two people administer these controls in SHaRP. Oneisa
“gatekeeper” who works with agency managers and reviews access
applications. The other is the SHaRP security officer who creates and
controls the access. They do frequent checks to weed out people who
no longer need access.

We conducted a significant amount of testwork in these areas and found
that SHaRP has well-designed controls, and that the security staff do a
good job of controlling and monitoring employee access inside the
application. We found only two problems, both related to logging data.

Thecomputer actionstaken by thedatabaseadministrator s, who
handlethedatabasesthat form thecoreof SHaRP, aren’t

recor ded. Most computer applications have a built-in ability to record
important actions that users take. This is called “logging,” or auditing.
Logging serves three important functions:

® Accountability. When the system logs who took which actions,
employees can be held accountable for their actions.

® [ntrusiondetection. Regular monitoring of the logs allows staffto
identify intrusions that may otherwise be overlooked.

® Audittrail. Ifanintrusion occurs or an important problem is
identified, the logs allow someone to trace the events that occurred.

For purposes of accountability, it’s especially important to record
actions of people with a wide scope of permissions, such as system
administrators.

The SHaRP application liberally logs actions users and administrators
take within SHaRP, but it doesn’t log any of the actions taken by the
database administrators who deal with the underlying databases. The
database administrators have total control over these databases, which
form the core of SHaRP. Department officials told us they are taking
steps to address this problem.

Thereislittlemonitoring of the SHaRP security officer’ sactions.
Sound controls require some regular monitoring of people with
significant levels of access to an application. The SHaRP security
officer has access to almost everything in SHaRP. Although the SHaRP
system does a good job of logging his actions, no one is responsible for
reviewing those logs. Ideally, the logs would be reviewed periodically
by amanager superior to the security officer.
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The Executive Branch’s
I ncident Response
Function Is Carried Out
On an Ad-Hoc Basis

Incident response is an important part of an agency’s security function.
It’show an agency reacts to an actual security incident, such as when a
hacker takes over an important server.

The Department of Administration’s security officer is responsible for
monitoring and responding to security incidents not only within the
Department, but also within all of State government. That’s because the
Department is responsible for the entire wide-area network used by all
of State government As aresult, the same Department staff and
equipment are used to monitor and respond to security incidents both
in-house and in other agencies.

These staff haven’t had to respond to any incidents within SHaRP, but
they have responded to many incidents in other State agencies. When
we reviewed some of the security incidents they responded to, we
found quick, adequate response with good documentation of their
actions. The Department also has good incident response policies and
procedures.

Despite these strengths, we found that the responsibility for incident
response within the State is relatively undefined and uncertain, which
could limitthe response team’s effectiveness in carrying out important
activities. Consider the following:

® Thesecurity officeris responsible for incident response in all of
State government, but has no actual authority to conduct incident
response in those other agencies. Depending on the circumstances,
some agencies may not want the Department to be involved in
responding to security incidents.

® The security officer has no staffassigned to carry out incident
response. He has puttogether an informal incident response team
made up of staff from several sections within the Division of
Information Systems and Communications, but has no authority
over these staff, all of whom have other jobs.

® Because these staff participate through the good will of their
supervisors, those supervisors have no obligation to send those staff
when they are needed.

The Executive branch chiefinformation officer has submitted a proposal
to the Governor for additional staff and resources for this function, but
no decision has been made.
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CONCLUSION:  On-line web-based computer applications provide greater flexibility to
users and greater efficiency to agencies. However, they also present
greater risks that must be closely managed. Asaresult, strongand
robust access controls in such systems are essential. The Department
took a conscientious approach to security in this upgrade project. But
the Department Security Council’s action to eliminate restrictive
password requirements altogether for Department computer systems--
rather than continue to provide needed exemptions on a case-by-case
basis--has unintentionally lowered the security bar for all applications.

RECOMMENDATIONS: 1.

To ensure that its computer applications have strong password
control, the Department of Administration should reinstitute its
original password policies as they apply to applications.

To ensure that SHaRP is in compliance with Department policies,
the Department Security Council should conductareview to
determine how difficult it would be to program SHaRP to
incorporate the password controls we think are deficient. It should
grant exemptions for any controls it finds to be too difficult or
expensive to implement.

To ensure than future upgrades to SHaRP allow for better
password controls, the Department should present a list of
deficiencies to PeopleSoft and request the company to incorporate
those controls into the next release of the software.

To ensure that SHaRP administrators have adequate accountability,
the Department should begin logging the actions the administrators
take in the database, and appoint someone to monitor the database
administrator’s and security administrator’s actions.

To ensure that the SHaRP help desk complies with policies on
properly identifying users before changing their passwords, the
Department should provide additional guidance and training to the
help-desk staff, and should periodically monitor their compliance
with Department policies in that area.

To ensure that the Department and State government have
adequate response to security incidents, the Department should:

® develop policies that clarify the chief security officer’s
responsibility and authority inside the Department and within
State government in general
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® ensure that the security officer has sufficient staff to monitor for
security incidents and respond to them appropriately. Among
the options the Department can consider are providing for
additional incident-response staff, or developing agreements
between Department divisions to give the security officer the
use--and control over--certain existing staff on an as-needed
basis. Other workable solutions may exist as well.
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APPENDIX A
SCOPE STATEMENT

This appendix contains the scope statement for this audit. This scope statement is
being used in a series of compliance and control audits of agency information systems
approved by the Legislative Post Audit Committee on December 3, 2001. The Committee
expanded that schedule on April 2, 2003 to allow an audit of the SHaRP project.

Department of Administration’s SHaRP System:
Reviewing the Department’s Upgrading of That System

In late 2001, the Department of Administration began a project to upgrade the software
that forms the basis for SHaRP, the State’s payroll and human resources system. The project
is expected to cost about $4.4 million, and is scheduled to be completed by May, 2003. The
purpose of the project is two-fold: to upgrade the software to a version supported by the
vendor, and to make the system web-based, providing significant new employee self-service
and workflow functionality that would improve the efficiency and timeliness of information
distributed to State employees. Making the system web-enabled increases the security risks
of the payroll system.

During the last few years, concerns have been expressed about the lack of monitoring
of State computer systems. Each year State agencies become more dependent on their computer
systems and on the data those systems contain to make decisions and fulfill their missions.
Computers and computer networks also are being used to communicate with the public, provide
services, and conduct business.

These are positive developments that can result in increased efficiency and effectiveness
and better service. However, significant risks are associated with these advances in technology
that agencies should be addressing and managing. At present there is little oversight of agencies’
computer operations to monitor whether these risks are being adequately managed.

To help address these risks, the Legislative Post Audit Committee approved information
system audits to be done as an adjunct to the Division’s compliance and control audits. This
audit would look at the Department’s information systems in general and its upgrade of the
SHaRP system in particular, and will address the following question:

1. I sthe Department of Administration managing the upgrade of the SHaRP system
in amanner that reducestherisk of lossduetoerrors, fraud, or other illegal acts
and disasters? To answer this question, we will review the Authority’s policies and
practices in the following areas:

+  Management of Security in System Development—We would review how the
Department planned for security in the upgrade of SHaRP and how it carried
out those plans throughout the system development process.

*  Access Control-We would review how the Department protects SHaRP system
resources against unauthorized access. This would include examining both
physical and logical security controls.
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APPENDIX B
Agency Response

On July 9,2004, we provided copies of the draft audit report to the
Department of Administration. Its response is included in this appendix.
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KANSAS

HOWARD R. FRICKE, SECRETARY KATHLEEN SEBELIUS, GOVERNOR

DEPARTMENT OF ADMINISTRATION

July 20, 2004

Barbara J. Hinton

Legislative Post Audit

800 SW Jackson Street, Suite 1200
Topeka, KS 66612-2212

ISLATIVE
Lmov POST

DIVISION
AUDIT

Dear Ms. Hinton:

Thank you for the opportunity to respond to the Legislative Post Audit report “Department of
Administration’s SHARP System: Reviewing the Department’s Upgrading of That System.”

We are pleased to present the following official response. On behalf of our staff, we would like to
thank you for your efforts during this audit. Your staff was courteous and receptive during all
discussions, and it was greatly appreciated.

Sincerely,

Howard R. Fricke
Secretary of Administration
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Question 1 - Did the Department of Administration adequately consider security when
managing the upgrade of the SHARP system?

Recommendations

1. To ensure that risks are adequately identified and addressed for the Department of
Administration’s major computer system development or upgrade projects, the Department
should develop a policy requiring formal security risk assessments to be completed early in all
such projects.

Response: We concur with this recommendation and will modify our Department’s security policy to
include this requirement.

During the planning for the SHARP upgrade project, we worked with our consulting partners to
develop an architecture for the new technical infrastructure that considered security, as well as a
security architecture for the application itself. As you note in your conclusions, the practice of
conducting a preliminary security risk assessment on information technology projects is not yet
widespread among government agencies, and we did not consider this activity as part of our
preparation for the project. That said, once we became aware of the increasing emphasis on this
practice and better understood its benefits, we did contract with a third-party to perform a risk
assessment of the SHARP application earlier this spring (post-implementation). We evaluated and
prioritized the findings of that assessment and have begun to address them over the last several
months. We plan to continue work on implementing them in conjunction with the recommendations in
this audit.

2. To ensure that the vulnerabilities identified during the penetration test of SHARP are all
satisfactorily resolved, the Department should report back to us by October 30, 2004 regarding
its remediation efforts.

Response: We appreciate your interest and support in ensuring the ongoing security of the SHARP
system, and will report back to you on the status of these activities within the timeframe you request.

As part of the audit, we provided documentation to you of the results of the penetration test conducted
prior to “go-live”, as well as information on the status of each finding. As you know, the scope of the
penetration test was slightly broader than just the SHARP application, and included limited portions of
our infrastructure and applications outside that application. While we feel confident that those findings
in the penetration test that related directly to SHARP were solved in fairly short order, we determined
that a few of the findings in other areas were best addressed as part of planned infrastructure changes
that are currently underway. We plan to report to you on the status of those remaining activities within
the timeframe suggested above.

3. To ensure that personnel and payroll data for new employees remain secure, the Department
should develop a more secure method of creating and distributing initial passwords for SHARP
accounts.

Response: We concur with this recommendation. We have identified alternative methods for the
creation and distribution of initial passwords for new employees and are already working to implement
a new process that will address the concerns expressed in the audit.
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Question 2 — How well is the Department limiting unauthorized access to its information system
resources?

Recommendations

1. To ensure that its computer applications have strong password control, the Department of
Administration should reinstitute its original password policies as they apply to applications.

Response: The Department will immediately reinstitute the original password policy as was
suggested in the audit. In addition, we will also begin a companion effort to develop a more
granular approach to this subject keyed to the level of criticality of compromise of the data/system,
with the goal of providing a clearer framework for business and technical users to evaluate options
and risks in this area.

The intent of the changes to our security policy was never to avoid having to give SHARP an
exemption, but instead to use this as an occasion to address problems with the arbitrary nature of
the specific password schema included in the policy that has posed similar difficulties in the past.
We believe that specifying one appropriate schema for just passwords, without tying it to the level
of privacy/criticality of the data, falls short of what needs to be considered when developing
security for a particular system. Until new criteria are developed, we will reinstitute the provisions
of our original policy. And, before implementation of a new approach, we will seek guidance from
the State Chief Information Security Officer and inform your office of these changes.

2. To ensure that SHARP is in compliance with Department policies, the Security Council
should conduct a review to determine how difficult it would be to program SHARP to
incorporate the password controls we think are deficient. It should grant exemptions for any
controls it finds to be too difficult or expensive to implement.

Response: We have begun a review based on the password control criteria you have provided and
will evaluate the results for cost, feasibility, risk, and the potential impact on the overall security of
the system.

3. To ensure that future upgrades to SHARP allow for better password controls, the
Department should present a list of deficiencies to PeopleSoft and request that the company
incorporate those controls into the next release of the software.

Response: We agree with this recommendation, and, as a result of our discussions, we are already
working through the PeopleSoft Public Sector Users Group to bring forward the deficiencies you
have identified in collaboration with other public sector users. We have also contacted the
company to learn more about what features are available in release levels beyond the version we
are using now. In addition, we will write PeopleSoft to convey the deficiencies you have identified,
and strongly urge them to incorporate these features in the next release of their software.

4. To ensure that SHARP administrators have adequate accountability, the Department should
begin logging the actions the administrators take in the database, and appoint someone to
monitor the database administrator’s and security administrator’s actions.
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Response: We agree with this recommendation, and are actively working to implement logging
and review processes for both the database administrators and the security administrator. In the
case of database logging, we have developed a process and made assignments, and are testing the
impact of logging on system performance in our test region before migrating it to Production. We
are also in the process of writing queries to be used to review the actions of the security
administrator, and developing a procedure to make use of them to monitor his activity and that of
his backup on an ongoing basis. Where logs already exist, we will undertake a historical review to
verify that no inappropriate activity has occurred.

To ensure that the SHARP help desk complies with policies on properly identifying users
before changing their passwords, the Department should provide additional guidance and
training to the help desk staff, and should periodically monitor their compliance with
Department policies in that area.

Response: The Department strongly agrees with this recommendation, and will institute a process
to provide for ongoing education and guidance of help desk staff.

The indication in the audit that all authentication procedures were not followed by the employee
self-service help desk is distressing to us, and we immediately informed both help desk staff and
managers of this situation when it was brought to our attention. As you noted in the audit, we do
have formal procedures for determining the identity of callers. As part of the upgrade project, we
also developed documentation and held training sessions for staff involved in the help desk.
However, as a result of this recommendation, we will institute ongoing meetings to identify issues
and review procedures, and we are investigating methods that could be effective in monitoring
compliance with our policies in this area.

To ensure that the Department and State government have adequate response to security
incidents, the Department should:

0 Develop policies that clarify the chief security officer’s responsibility and authority inside
the Department and within state government in general.

0 Ensure that the security officer has sufficient staff to monitor for security incidents and
respond to them appropriately. Among the options the Department can consider are
providing for additional incident-response staff, or developing agreements between
Department divisions to give the security officer the use — and control over — certain
existing staff on an as-needed basis. Other workable solutions may exist as well.

Response: Both the management of the Department of Administration and the Chief
Information Technology Officer for the Executive Branch have reviewed the concerns
expressed in the audit document on these issues, and concur with these recommendations.

Over the last several years, the number of mission-critical systems deployed in Kansas state
government that make heavy use of information technology, especially Internet-based
technology, has been growing. However, we are also highly aware that this growth has been
accompanied by increased risks, as you emphasize in your conclusions in the audit. The threats
of cyber terrorism and malicious/criminal activities by hackers in the form of viruses,
intrusions, and the like are increasing worldwide, and we strongly believe the state must
increase its investment in addressing these issues.

20

COMPUTER SECURITY AUDIT REPORT
Legidlative Division of Post Audit
August 2004



As mentioned in the audit document, a proposal has been developed and brought forward that
addresses a variety of areas of investment to help meet these challenges, and we have provided
your office with a copy as part of this audit. The proposal has been briefed to the State Security
Council, and delivered to the Governor for her review and consideration. In addition, the
Legislature’s Joint Committee on Information Technology (JCIT) has also expressed interest in
this topic, and a copy of the proposal has been provided to the Chief Information Technology
Officer for the Legislative Branch.

The proposal generally addresses both of the concerns expressed in this recommendation — the
clarification of State Chief Information Security Officer responsibilities, and the provision of
additional staffing to support our ability to monitor and respond to intrusions and security
incidents in a timely and appropriate manner. It also focuses on proactive approaches, including
use of preemptive automated technologies, directing expanded resources toward increased
training and awareness-building efforts, and a focus on cooperation and coordination with
strategic security initiatives across other levels of government.

While this proposal is in the process of evaluation, however, we continue to invest resources to
proactively address the security of the enterprise. We have recently implemented sophisticated
technology that automates a number of intrusion detection tasks, with the intent that it will
serve as a “force multiplier” to increase the effectiveness of our existing staffing. In addition,
in conjunction with the State Security Council, we are evaluating automated workforce training
solutions on the topic of security that we hope will have the result of addressing potential
enterprise vulnerabilities and intrusions before they occur. Finally, along the same vein, the
Department is providing training classes to other agencies on server hardware and software
security that we also believe will help mitigate some of the risks these staffing functions are
involved in protecting.

That said, your advice and recommendations are helpful. While we are working with the
administration and statewide information technology community to gain sponsorship of our
proposal, your recommendations suggest other interim steps that we agree would be beneficial.
Although our work with agencies to address and respond to security incidents has been marked
by a high degree of collegiality and cooperation, we agree that the situation is not optimal, and
does present the risk that an agency might fail to cooperate or comply in the future, with the
potential to leave other portions of the interconnected enterprise at risk. For this reason, as well
as others mentioned elsewhere in this response and in the audit document, we agree that it will
be important further clarify the specific authority and responsibilities of the Chief Information
Security Officer. We will make sure that clear definition of this position’s authority and span of
control is addressed as part of the security initiative referenced in our proposal. In addition, we
will also work within our existing authority right now to clarify the Chief Information Security
Officer’s role in our Department. As part of that effort, we will develop more formal
agreements that define the relationships and lines of authority in our current staffing, with an
eye toward making this interim approach more effective and responsive.
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