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fi ve representatives.  Of the Senate members, three 
are appointed by the President of the Senate and 
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Of the Representatives, three are appointed by the 
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the Legislative Post Audit Committee.  Legisla-
tors or committees should make their requests for 

performance audits through the Chairman or any 
other member of the Committee.  Copies of all 
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the Division’s offi ce.

The Legislative Division of Post Audit supports full access to the services of State government for all 
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April 21, 2005

To:   Members, Legislative Post Audit Committee

 Representative John Edmonds, Chair  Senator Les Donovan, Vice-Chair
 Representative Tom Burroughs   Senator Anthony Hensley
 Representative Peggy Mast    Senator Nick Jordan
 Representative Bill McCreary   Senator Derek Schmidt
 Representative Tom Sawyer    Senator Chris Steineger

 This report contains the fi ndings, conclusions, and recommendations from our 
completed performance audit, Board of Regents’ Information Systems:  Reviewing 
Computer Security at Various Universities.  

 The report includes several recommendations for the three universities we 
looked at:  Emporia State University, Kansas State University, and the University of 
Kansas.  We would be happy to discuss these recommendations or any other items 
in the report with any legislative committees, individual legislators, or other State 
offi cials.

 In conjunction with this report, separate, confi dential reports were prepared for 
each of the universities we reviewed.  Those reports will be distributed and discussed 
in executive session during the April 25th  meeting of the Committee.

      Barbara J. Hinton
       Legislative Post Auditor
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Get the Big Picture
Read these Sections and Features: 

1. Executive Summary - an overview of the questions we 

asked and the answers we found. 

2. Conclusion and Recommendations - are referenced in 

the Executive Summary and appear in a box after each 

question in the report. 

3. Agency Response - also referenced in the Executive 

Summary and is the last Appendix. 

Helpful Tools for Getting to the Detail 

� In most cases, an “At a Glance” description of the agency or 

department appears within the first few pages of the main report. 

� Side Headings point out key issues and findings. 

� Charts/Tables may be found throughout the report, and help provide 

a picture of what we found. 

� Narrative text boxes can highlight interesting information, or 

provide detailed examples of problems we found. 

� Appendices may include additional supporting documentation, along 

with the audit Scope Statement and Agency Response(s).

Legislative Division of Post Audit 

800 SW Jackson Street, Suite 1200,   Topeka, KS 66612-2212 

Phone: 785-296-3792      E-Mail: lpa@lpa.state.ks.us

Web: www.kslegislature.org/postaudit
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 Universities present one of the most complex environments to 
secure within State government.  They’re large institutions with many 
computers, they have several distinctly different groups of users who 
have their own needs, many of the people associated with them aren’t 
employees, and they have very decentralized information technology 
operations.  Finally, universities have a long and deeply ingrained tradition 
of academic freedom and the free and open exchange of ideas, concepts 
that aren’t always seen as compatible with computer security. 

 Because of the openness and the large number of computers, 
universities have been favorite targets for hackers, spammers, and others.  
As a result, universities regularly are in the headlines for signifi cant security 
incidents.  Maintaining adequate computer security while accomplishing 
the goals of a university is a diffi cult balance to achieve.

 
 In many areas, security practices described by university 
offi cials seemed adequate, but hadn’t been put into offi cial written 
policies.  We reviewed information security at Emporia State, K-State, 
and KU.  The bulk of our work involved evaluating universities’ security 
policies against a list of 54 best practices.  For more than a third of these 
policy areas, the practices the universities described were adequate but 
hadn’t been developed or adopted as offi cial written policies.  The three 
areas where unwritten policies were most common were access controls 
(passwords), operations, and physical security.

 The lack of  written policies increases the risk that intended 
procedures won’t be followed.  Computer security covers a broad 
range of subject matter, most of which is technical.  When computer 
security policies aren’t written, people tend to make up their own ways 
of doing things, or don’t do anything at all.  It takes only one “hole” in an 
organization’s computer security for its data to be compromised.

 We also noted that the policy-setting process at all three 
universities was very time-consuming, and could result in “watered-down” 
security policies.  Policy development should involve input from the users 
affected by the policy, but it appeared to us this concept had been taken 
too far. Draft policies have to be reviewed or approved by a number of 
committees, and it can take a policy a year or more to get through the 
process. 

Overview of Computer Security in a University Environment

Question 1: How Well Do Universities Manage the Security of 
Their Information Systems?
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 K-State has a procedure that can mitigate such delays.  Offi cials 
sometimes create an interim policy that’s in effect while the draft policy is 
going through the standard policy-setting process.  This approach offers 
protection while the proposed policy winds its way through the process. 
   
 We found instances of inadequate or nonexistent security 
policies at all three universities.  For example, we found that the 
universities didn’t all have written incident response plans.  Such plans 
spell out what staff are supposed to do in response to different types of 
incidents. and are important in mitigating the chaos that can occur during 
security incidents.  Also, the universities didn’t all have adequate policies 
to ensure that security was considered throughout the development of new 
computer applications.  When security is added at the end of a project, it 
tends to be more expensive and less effective.

 Some of the problems we identifi ed can’t be discussed in any detail 
in a public report without putting the universities at greater risk.  Therefore, 
we prepared a confi dential report for each university that also will be 
presented in executive session to the Legislative Post Audit Committee.

 All three universities need to elevate the role of their IT 
security offi cer.  A security offi cer should report directly either to a chief 
executive or to the Chief Information Offi cer.  This is necessary because 
security offi cers need to be free to voice their security concerns with 
offi cials in a position to take action across the organization.  In addition, 
the security offi cer needs to sit high enough in the organization to be 
perceived as having authority.

 We noted problems with one or both of these areas at all three 
universities, as follows:

Emporia State doesn’t have a dedicated security offi cer.   
K-State’s security offi cer has less authority and more narrow responsibilities 
than desirable.
The security offi cer at KU has appropriate authority, but is placed too low in 
the organization.

 The overall security function is strongest at the larger 
universities.  The universities have been subject to a number of fairly 
signifi cant computer attacks in recent years.  Security policies can prevent 
or help minimize the harm of such attacks.  Over the last few years, KU 
and K-State have begun taking a more proactive approach to computer 
security by establishing policies and procedures and establishing a 
security structure.  

 At KU, a security offi cer and four staff members have been 
dedicated to security.  At K-State, security efforts are led by the Chief 
Information Offi cer, a network manager, and the security offi cer.  Both 
universities have taken steps to expand the reach of the central security 
function into the academic departments and administrative units.   

�
�

�
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 At Emporia State, although the Chief Information Offi cer ultimately 
is responsible for security, this position has had signifi cant turnover 
during the past decade, resulting in a lack of direction and momentum in 
developing a security structure. 

 Each university protects itself from viruses coming from the 
residence halls, but Emporia State needs to do more to help protect 
its students from viruses.  Residence halls on university campuses 
provide challenges for system network administrators.  The university has 
no control over the types of computers students bring, or what software 
is on their computers  This environment makes the residence halls 
susceptible to widespread virus infections.  

 Both KU and K-State had severe computer virus outbreaks in 
residence halls last year that affected the universities’ computer networks.  
Both subsequently developed and provided students with anti-virus 
programs to protect their computers, and report that virus outbreaks have 
been vastly reduced.

 Emporia State has placed the residence halls on isolated 
networks, and placed a fi rewall between the residence halls and the rest 
of the university.  This action keeps student computers from infecting 
the university network.  However, the university has taken few steps to 
ensure that student computers have current anti-virus software, or that 
appropriate patches have been applied to their software. 
     
 Security awareness training needs to be beefed-up at Emporia 
State.  User awareness of security issues is a key element in maintaining 
the integrity of computer systems.  Regular users generally are considered 
to be the most signifi cant security risk in any organization.  Therefore, 
it’s imperative to educate employees about computer security and the 
important role they have in the process.  Although Emporia State has 
placed security awareness information on its IT website, it does little else 
to make staff and students aware of IT security issues.  Both KU and K-
State have instituted security awareness training programs for their staff 
and students.

Conclusion

Recommendations

APPENDIX A: Scope Statement

APPENDIX B: Agency Responses

................page 14

................page 15

................page 16

................page 17

................page 18

................page 19

This audit was conducted by Allan Foster and Molly Coplen.  If you need any additional 
information about the audit’s fi ndings, please contact Mr. Foster at the Division’s offi ces.  Our 
address is: Legislative Division of Post Audit, 800 SW Jackson Street, Suite 1200, Topeka, Kansas 
66612.  You also may call us at (785) 296-3792, or contact us via the Internet at LPA@lpa.state.
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This is the fi fth in a series of specialized compliance and control 
audits designed to focus on an important area of agency operations 
that generally hasn’t been reviewed:  the technical aspects of 
operating information systems.  At the direction of the Legislative 
Post Audit Committee, this audit focused on the management of 
information systems at several Regents’ universities. 

In fi scal year 2004, the Regents’ universities spent about $65 
million on their information systems (this fi gure excludes salary 
information).   In all, about 650 full-time-equivalent staff develop, 
maintain, support, and control the information systems for the 
universities.  

In the last two years, several high-profi le computer intrusions at 
Regents’ institutions have resulted in sensitive student and staff 
data being put at risk.  The universities are at various stages of re-
engineering their information systems, developing and implementing 
new applications, instituting wireless access, and expanding 
accessability from the Internet.  However, there’s currently little 
outside oversight of whether the risks associated with current or 
planned operations are being adequately managed.

This audit addresses the following question:

 How well do universities manage the security of their 
 information systems?

To answer this question, we reviewed information system standards 
and best practices, interviewed University offi cials, reviewed and 
evaluated policies and other documentation, and tested selected 
computer controls used by the universities in managing their 
computer systems.  We looked at three universities: Emporia State 
University, Kansas State University, and the University of Kansas.  

The criteria we used in reviewing the universities’ management 
efforts were compiled primarily from the Federal Information 
Systems Controls Audit Manual (FISCAM), published by the U.S. 
General Accountability Offi ce.

Board of Regents’ Information Systems:
Reviewing Computer Security at Various Universities
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A copy of the scope statement for this audit approved by the 
Legislative Post Audit Committee is included in Appendix A.  
Because publicly identifying certain control weakness could 
compromise universities’ security, we have written separate, 
confi dential reports for each university that contain information too 
sensitive to be presented in this public report.  

In conducting this audit, we followed all applicable government 
auditing standards.  Our fi ndings begin on page seven after a brief 
overview of computer security issues at universities.
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They provide a number of unique challenges to security, including: 

There are a large number of users and a correspondingly large number 
of computers.
A lot of students are eager to explore university resources, not always in 
constructive or mature ways.
Faculty members work on projects with peers from other universities 
across the country and internationally.
People associated with the university, but not offi cially employed,  need 
computer access.
Information technology tends to be very decentralized, with departments 
having a high degree of independence.
Universities have goals of including, not excluding, people.

Finally, universities have a long and deeply ingrained tradition of 
academic freedom and the free and open exchange of ideas, concepts 
that are sometimes seen as not compatible with security.  As a result, 
faculty can be very resistant to “security” because of the fear that 
it may interfere with their ability to communicate with students 
and peers inside and outside the university.  And, in keeping with 
academic freedom, faculty are used to a great deal of independence 
from central authority.  The universities we dealt with all said they 
strive to be open and welcoming environments.

Universities have many different types of confi dential or sensitive 
data, and many groups of people who need to access both public 
and confi dential data.  Figure OV-1 on the next page shows an 
abstract diagram of the groups that use information systems at a 
typical university.  Important administrative applications, such as 
student records, classroom management tools, personnel and payroll, 
accounting,  and communications are the core central systems.  These 
tend to be centralized, often confi dential or sensitive, and managed 
by the central IT staff.  This staff typically also manages a variety of 
services such as a “help desk”, computer training, security awareness, 
student labs, and local-area-networks for some departments.  

The next ring represents the departments.  Their systems are very 
decentralized, with each department maintaining its own systems.  
The central IT departments and offi cials have little direct control over 
these systems, which typically include computers housing research 
project data, student computer labs, local-area-networks belonging to 
larger departments or schools, student health information, etc.  Then 
third ring consists of students, residential and otherwise, who have 
their own computers.  Finally, the outer ring represents people outside 
the university who need access, such as faculty from other universities 
working on joint projects and the public.

�

�

�

�

�

�

Overview of Security in a University Environment
Universities Are Complex 
Environments That Are 
Diffi cult to Secure 
For Many Reasons
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University databases hold a miscellaneous assortment of data.  In 
addition to accounting, human resource, and student academic 
records, they also contain data related to student health centers, 
parking, athletics, fund raising, physical plant systems, continuing 
education programs, and alumni, to name only a few.

Because of the openness and the large number of computers, 
universities have been favorite targets for hackers, spammers, and 
others.  As a result, universities regularly are in the headlines for 
signifi cant security incidents, as described in the profi le to the right.

Maintaining adequate computer security while accomplishing the 
goals of a university is a diffi cult balance to achieve.  In the past, 
many universities haven’t achieved that balance.  However, the 
growing number of signifi cant security events demands a better 
response.

Public, Other Universities,
All Others

Students

Departments

Central Systems

Figure OV-1

University IT Constituent Groups
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Recent Security Incidents in Higher Education

Computerworld recently reported that of 501 colleges and universities surveyed last fall by The 
Chronicle of Higher Education, Inc., 41% of the respondents said hackers had succeeded in 
penetrating their systems.   Fully 53% reported denial-of-service attacks, and 14% reported 
unauthorized access to student data.

George Mason University discovered in January 2005 that computer hackers captured the names, 
Social Security numbers, photographs and other information of more than 30,000 students and 
staff.  The hackers used software with a remote probing tool and password-cracking tools.  The 
computer the information was stolen from wasn’t protected by a fi rewall, a tool designed to prevent 
unauthorized access. 

University of Northern Colorado reported in January 2005 that a computer hard drive containing 
personal information (Social Security and bank account numbers, names, and other information) 
for 30,000 people was reported missing.  University offi cials said they don’t know if the drive was 
misplaced or stolen, but campus police have launched a criminal investigation.

University of California, San Diego had three security breaches within 18 months.  In mid-
November 2004, a hacker breached two computers with Social Security numbers and names of about 
3,500 students and alumni. Earlier, hackers breached security at the San Diego Supercomputer 
Center and at the University’s Business and Financial Services Department, gaining access to four 
computers storing Social Security and driver license numbers for 380,000 UCSD students, alumni, 
faculty, employees and applicants.  In December 2003, information for more than 178,000 students, 
alumni and employees was exposed when hackers broke into a computer system.

University of California, Berkeley reported in October 2004 that unknown hackers had gained 
access to a database containing confi dential information on 1.4 million recipients and providers 
participating in a California Department of Social Services program.  The information was data a 
researcher had collected on elderly people and individuals who provided in-home care to seniors. 

University of Colorado reported 1,000 continuing education students had their personal information 
compromised by a joy-rider who broke into the system without actually taking identifying information.

University of California, Los Angeles disclosed in June 2004 that a laptop containing personal 
Information on 145,000 blood donors was missing.

University of Missouri, Kansas City reported in January 2004 that a hacker cracked into its security 
system, compromising about 17,000 student, staff and faculty passwords for the university email 
system.  The Internet system was shut down and users were forced to change their passwords, 
because UMKC  employs a single-sign-on system designed to make it easier for users to reach the 
systems with a single username and password. 

Georgia Institute of Technology reported in March 2003  that a server containing credit card 
information on more than 57,000 patrons of the Institute’s arts and theater program was breached.

University of Texas reported in March 2003 that personal information for 37,000 students and 
staffers had been stolen from a database.  The University reported it spent $167,000 responding to 
the security breach and warning people of possible identity theft. 

Wichita State University reported in February 2005 that someone had accessed three of its servers.  
The servers held data on as many as 8,000 students, faculty, and former students.

Kansas State University reported in February 2005 that someone had successfully launched a 
denial of service attack and its Internet was down for 1.5-2 hours
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Information Technology 
Represents A Signifi cant 
Expense for Universities

In this audit, we reviewed three of the Regents’ institutions, Emporia 
State University, Kansas State University, and the University of 
Kansas.  In Fiscal Year 2004, the three institutions combined had 
a total budget of more than $1.1 billion, and spent $33 million on 
central information technology systems.  In addition, individual 
departments, research institutes, and others had computer systems not 
accounted for in this fi gure.  For the central IT function alone:
       

The University of Kansas (excluding the Medical Center) spent $14 
million, and had a staff of 193 FTE.

Kansas State University spent $14 million, and had a staff of 171 FTE.

Emporia State University spent $3 million, and had a staff of 34.5 FTE. 

KU is completing a multi-year project to move all of its central 
administrative systems from a mainframe system to a server-based 
system.  Emporia State and Kansas State are working on similar 
projects.

�

�

�
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 In many areas, security practices described by university offi cials 
seemed adequate, but they hadn’t been adopted as offi cial written 
policies.  We found instances of inadequate or nonexistent 
security policies at all three universities we reviewed.  We also 
found that all three universities need to elevate the role of their 
IT Security Offi cer.  The Universities protected themselves from 
viruses coming from the residence halls, but Emporia State needs 
to do more to help protect students in its residence halls from 
viruses.  KU and K-State provide security awareness training to 
staff and students, but more needs to be done at Emporia State.

The bulk of our work in this audit involved evaluating 
universities’ security policies against a list of 54 best practices.  
Figure I-1 on the next page lists these best practices, and 
highlights the areas where each university reported following a 
practice that appeared to be adequate, but didn’t have a written 
security policy.  

As the fi gure shows, the three areas where unwritten policies 
were most common were access controls (passwords), operations, 
and physical security.

Lack of  written policies exposes the universities to increased 
risk that intended procedures won’t be followed.  Written 
policies are the way that upper-level managers communicate 
their intent on signifi cant issues.  Ordinarily, written policies 
are the result of a studied decision-making process involving 
representatives of important groups within the organization.  

Unwritten policies or practices, on the other hand, tend to develop 
in the absence of written policies and arise through much less 
robust means.  They have neither the weight of written policy nor 
the reach.  In diverse organizations, it’s nearly impossible for a 
“practice” to become or remain consistent across the organization 
because it depends on word of mouth and memory.  Lastly, 
enforcing a “practice” is extremely diffi cult. 

In computer security, the risks of not having codifi ed practices 
are tremendous.  Security covers a broad range of subject 
matter, most of which is technical.  If security policies aren’t 
written down, people tend to make up their own ways of doing 
things, or don’t do anything at all.  It takes only one “hole” in an 
organization’s computer security for its data to be compromised.

In Many Areas, Security 
Practices Described by 
University Offi cials 
Seemed Adequate, But 
Hadn’t Been Put Into 
Offi cial Written Policies

ANSWER IN BRIEF:

How Well Do Universities Manage the Security of Their Information Systems?
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Figure I-1

Areas With Adequate Practices Reported, But No Written Policies (shaded)

Best Practice KU K-State Emporia

Access Addresses how much access they allow vendors
Controls Each person should have a unique UserIDs

Specifies requirements for passwords
Users are limited to the least amount of privileges and access they need.
Requires screen saver passwords to be enabled
Specifies rules to remote access of network
Requires default passwords on computer equipment to be changed
Requires all trust relationships with other computer systems be approved
When employees are terminated, the policy requires an exit interview all keys be collected 
and all computer access disabled

Data Data owners establish access rights to their data sets
Controls Access to files with confidential information and data sharing between applications should 

be authorized by the data owner.
Agency data is classified according to its sensitivity
Prohibits confidential data from being transmitted unencrypted over wireless phone, 
modem or wireless LAN
Prohibits confidential data from being transmitted unencrypted over the internet
Requires confidential data stored on a portable computer to be encrypted.

General General policy statement and scope
Controls Specifies responsibilities of agency directors, data owners, users, security officers

All resources are to be used to conduct state business except as authorized by agency;
Agency has appropriate use policy
Restricts copying of proprietary software in violation of the license agreement
The message on the screen meets legal requirements
Prohibits the use of unlicensed software
Has an enforcement clause for violations of the security policy

Incident Specifies how to report incidents
Response Specifies responsibilities of security staff in investigating incidents

Requires unauthorized access attempts to be investigated.
If an unauthorized access attempt is successful, requires corrective action be taken to 
correct the vulnerability.

Operations Requires agency to have a continuity plan
Requires audit trails to be maintained to track security administrator activity and to detect 
security violations.
Specifies what events to log
List of things to log meets requirements on page 11 of guidelines
Requires periodic review of logs
Requires the use of anti-virus software which is updated regularly
Requires data to be backed up regularly and stored securely
Doesn't allow modems to be enabled on computers hooked to the network
Doesn't allow the use of modems other than those installed by agency computer staff
Requires servers, databases, and workstations to be current on security patches
Requires a system of configuration management for servers, workstations and firewalls

Physical Requires switches and other network hardware to be protected.
Security Requires servers to be locked in rooms

Requires wiring closets to be locked
Requires secure storage for laptops
Requires office doors to be locked after hours
UPS required to be used on critical equipment

System Security plan required for all projects under development
Development Specifies what a system security plan should include

When systems are changed, documentation should address impact of change on security 
system.
Each phase of system development should address security and audit controls.
Requires testing be done in separate environment from production.

Security Requires security awareness training for users
Management Requires risk assessment to be done periodically.

Requires periodic auditing or monitoring of security
If the agency uses an intrusion detection system, the policy requires a policy on how the 
system will be used.
Requires periodic use of vulnerability checking software.
The organization have a firewall policy (ISO 17799.9.4.6)

Source:  LPA Analysis

Shaded cells reflect areas where an adequate practice has been reported, but has not been adopted as a written policy.
Unshaded cells reflect areas where there is an adequate written policy OR where a policy or practice is inadequate or nonexistent.
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The policy-setting process at all three sample universities is very 
time-consuming, and can result in “watered-down” security 
policies.  Policy development should involve input from the groups 
of users affected by the policy.  In State agencies, there’s often a 
security committee or an information technology committee made 
up of representatives of the different areas of the agency to aid in 
developing policies.  The security offi cer or chief information offi cer 
takes the proposed policy to that committee, which provides needed 
input.  When the policy is accepted, the committee sends the policy 
to the Secretary for his or her approval.  

At the universities we reviewed, this concept has been taken to the 
extreme:

before a policy can be ratifi ed, it must receive the comments, and may 
have to receive the approval, of many different committees, as shown 
in Figure I-2 for K-State.
draft policies may be modifi ed at each step to meet the concerns of the 
different committees, which can create problems.  For example, KU’s 
fi rst draft for its new password policy was very strong.  But several 
months later, after it had gone part way through the review process, 
that policy had been watered down to such an extent that it no longer 
meets minimum best practices.  It still hasn’t made it through the 
process.
the process can be very time-consuming.  One university estimated it 
could take a year to get through the review and approval process.  At 
Emporia State, the last comprehensive security policy never made it 
through the process. 

�

�

�

Information Resource
Management Council

CIO

Computing
Executive

Committee

Faculty Senate

Deans’ Council

Computing and
Information and

Technology Advisory
Council

Figure I-2
K-State’s IT Policy-Setting Process

Source: Kansas State University
Solid line indicates approval required, dashed line indicates review and comment required
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University offi cials pointed out that the process is very useful in 
educating users and achieving buy-in for the policies.  K-State has 
adopted a procedure that can mitigate the delays caused by the 
university’s policy review and approval process.  For important 
policies, K-State offi cials sometimes create an interim policy that’s 
in effect while the draft policy is going through the standard policy-
setting process. 
   
A major part of this audit involved evaluating the universities’ 
security policies.  We found a number of problems at each university, 
some of which were signifi cant.  Few of those problems can 
be discussed in any detail in a public report without putting the 
universities at greater risk.  Therefore, the confi dential report for each 
university lists specifi c best practices where the schools’ security 
policies were inadequate to provide the necessary protection, or 
where no policies had been established.  

This public report briefl y and generically highlights problems we 
saw in each area of best practice.  No problems were listed in Figure 
I-3 on the pages 11-12 unless they were found at more than one 
university. 

A security offi cer should report directly either to a chief executive (in 
universities, this might be the Provost), or to the Chief Information 
Offi cer.  This is necessary because security offi cers need to be 
free to voice their security concerns with offi cials in a position 
to act and effect change across the organization.  In addition, in 
monitoring security, helping set and enforce policy, and reacting to 
security incidents, the security offi cer needs to sit high enough in the 
organization to be perceived as having authority

We found problems with one or both of these areas at all three 
universities.

Emporia State doesn’t have a dedicated security offi cer.  Instead, 
the Associate Vice President for Technology and Computing Services 
(essentially the chief information offi cer) has the main responsibility 
for security, and the wide-area network manager handles many of the 
security duties.  In effect, Emporia State has no security offi cer–both 
these individuals have many other responsibilities.
 
K-State’s security offi cer has less authority and more narrow 
responsibilities than desirable.  The security offi cer reports to the 
Chief Information Offi cer through his manager.  The risk here is twofold: 
the security offi cer may not be able to freely voice his concerns, and he 
sits too low in the organization to effect the amount of control needed 
for the job.  

In addition, the security offi cer doesn’t play a large role in security 
monitoring.  Those duties are largely carried out by network staff.  

�

�

We Found Instances 
of Inadequate Or 
Nonexistent Security 
Policies At All Three 
Sample Universities

All Three Universities 
Need to Elevate the Role 
Of Their IT Security 
Offi cer
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Figure I-3
Common Problems in Security Policies

Access Control

Passwords are the primary means of access control.  We found at least some
deficiencies in each university’s password policies.

Password-protected screen savers are important controls that can help prevent
someone from sitting down at an empty desk and accessing the network.  The
universities didn’t always enforce their use across campus.

The universities generally had adequate systems to ensure that computer accounts
for employees who left the university were disabled.  However, those systems
didn’t always work as well as they should.  We found accounts of past employees
at each university that hadn’t been disabled.  One university depended on access
to critical applications being immediately disabled, but had kept nearly 100 past
employees’ network accounts active for several months.

Data Controls

Over the last few years, there have been rapidly increasing problems across the
country with the loss of confidential data.  It’s vitally important that an organization
be aware of what data need to be protected.  This requires a formal effort to
classify all data by its confidentiality and sensitivity, so that proper controls can be
designed to protect the data and ensure that everyone is clear on how to handle
different types of data.

Because of federal regulations, universities are being required to classify several
types of data such as student records and health care data, but haven’t always
classified other data.  In other cases, staff responsible for the servers containing
the data may have good knowledge of classifications, but aren’t sure how it is
handled after it leaves their custody.

Whenever confidential data are transmitted over the internet there is risk.  While
data are being sent from one place to another, there are many opportunities for
people to see it or copy it without users at the sending or receiving end knowing
anything has happened.  To prevent this, best practices call for the data to be
encrypted while in transit.  That way, anyone who intercepts it can’t read it.  The
universities don’t all require such data to be encrypted.  One university policy
requires data to be encrypted in transit if it’s economically feasible.

General

Network banners warn off unauthorized users and notify authorized users that their
communications are subject to monitoring.  Banners need to be strengthened and
more widely used to increase universities’ ability to identify and prosecute
wrongdoing.
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Incidence
Response

Incident response plans lay out what security staff are to do in response to different
types of security incidents.  Without plans, valuable time can be wasted and
important evidence may be destroyed.  The universities didn’t all have written
plans.

Operations

One important operational control is having business continuity plans or disaster-
recovery plans.  Such plans are extremely important in the event of emergencies or
disasters.  None of the universities had up-to-date plans.

Another important aspect of operations is accountability.  In the event of a security
incident, it’s important to be able to track what actions people took.  Audit or
security logs on servers and workstations provide these records, and are the only
way to tell what users did.  However, they generally don’t come “enabled” on
computers—the user has to turn them on.  Policies are necessary to specify what
types of actions need to be logged, and how they are to be reviewed.  We found
few policies at the universities on logging, and where logging was used, we found
inconsistent practices.

System
Development

A prevalent problem in information technology is that new applications often are
designed without security, which ends up being tacked on at the end of the project. 
This results in software that isn’t as secure as it should be, and increases costs. 
Best practices call for security to be considered at all stages of development, for
security plans to be developed for applications, and for user documentation to be
updated to reflect the impact on security when an existing application has been
modified.

We found problems in nearly all these areas at the universities.  In some cases,
development staff told us they think about security throughout a project, but don’t
document it.  In other cases security is handled well in administrative systems, but
central IT staff have little control over how departmental projects are done.  At one
university, systems are checked at the end of the project by the security officer. 
While this is a good control, it is too late in the process.

Security
Management

Firewalls provide essential protection at the border of networks and at strategic
places in a university’s network.  We found problems with where firewalls were
placed or how they were used.

Vulnerability-checking software is a useful way to make security monitoring more
efficient and effective.  It wasn’t being used to maximum capacity in some
universities.

Source: LPA Analysis of university security policies and practices
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While these staff are well-qualifi ed, it puts them in the situation of 
monitoring themselves.

The security offi cer at KU has appropriate authority, but is 
placed too low in the organization.  As at K-State, the security 
offi cer at KU reports to the Chief Information Offi cer through his 
immediate manager.  We think this can create the perception that 
he is the security offi cer only for the data center, not for the entire 
university, and others may challenge his authority.

The Chief Information Offi cer told us she essentially shares the CIO 
duties with the security offi cer’s manager, so she thinks the security 
offi cer does report to a high enough level.  While this argument has 
some merit, it depends too much on personalities to resolve the 
potential issues.  A different Chief Information Offi cer might not share 
those responsibilities.

As described in the Overview, the universities have been subject 
to a number of fairly signifi cant computer attacks in recent years.   
Although even the best security policies can’t prevent all such 
attacks, they can help minimize the harm such attacks can cause.

KU and K-State have begun taking a more proactive approach 
to managing computer security in the last few years.  They’ve 
established policies and procedures in many areas, and have 
established a “security structure” throughout the university.  

At KU, a security offi cer and four staff members have been 
dedicated to security.  KU also has a Security Council composed 
of the four IT leadership positions, the security offi cer, an assistant 
director for networking, and the policy and planning coordinator.  
The Chief Information Offi cer briefs the University’s Provost 
monthly, as well as whenever there’s a security incident.

�

The Overall Security 
Function Is Strongest at 
The Larger Universities

KU Has Been Proactive in Reacting to Its Serious Security Incidents

KU has probably had more high-profi le security incidents than any other State agency--three within the past 
two years.  In January 2003, staff discovered that hackers had compromised the server containing information 
on 1,450 international students at the University, including their passport information.  In April 2004 hackers 
compromised a server at the Watkins Health Center containing medical information on past patients.  Finally, 
in November 2004 hackers again compromised a server, this time a server at the Life Span Institute at 
Parsons State Hospital, which contained confi dential employee data, and confi dential medical data.  In each of 
these incidents, confi dential data were either lost, or potentially lost.  In each case the university took action to 
warn all people whose personal data was potentially lost.

Since 2002, KU has undertaken an extensive effort to improve its computer security.  It has put together a fairly 
robust security function headed by a well-qualifi ed security offi cer.  Offi cials from KU and K-State developed 
a thorough risk and vulnerability assessment document, and KU is using it as a planning document to 
identify security policies it is lacking.  KU also used the document to make an organized plan to work towards 
becoming certifi ed under the Code of Practice for Information Security Management, a widely accepted set of 
standards for security.  Finally, after each serious security incident, KU offi cials conducted “lessons learned” 
meetings to fi gure out how to improve their security management.  KU security and policy staff have made 
several presentations on this topic to other organizations so others can learn from their mistakes.  
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At K-State, security efforts are lead by the Chief Information Offi cer, 
the networking manager, and a security offi cer. The 20-member Security 
Incident Response Team, created  initially to respond to security incidents, 
has been charged with security planning, procedure development, security 
research, security audit, and incident response.  Its includes individuals 
with expertise in security from every college and administrative area, and 
its members are assigned to this area for a minimum of three-tenths time 
from their various units on campus.  All policy related to information 
technology  is routed through the Information Resource Management 
Council.

The security structure at Emporia State is by far the weakest.  While 
ultimately the Chief Information Offi cer is responsible for security, this 
position has had signifi cant turnover over the past decade,  resulting in a 
lack of direction and momentum in developing a security structure.  The 
network manager has taken on some of the tasks of a security offi cer, but 
he isn’t in a position to have authority over other areas.  The lack of a 
continuous Chief Information Offi cer to set a vison and push for specifi c 
actions likely has contributed to security policies being held up in the 
Computer Advisory Committee and the Faculty Senate, both of which 
must approve the policies.

Both KU and K-State have taken steps to expand the reach of 
the central security function into the academic departments and 
administrative units. Information technology at universities tends to be 
very diversifi ed, making security more diffi cult.  

KU and K-State have both created teams made up of technical staff 
representing each department.  These staff are provided training in various 
areas of security, such as security awareness and incident response.  This 
gives the security offi cer a trained point-of-contact in each department.  
These department contacts monitor IT security in their unit, communicate 
security issues to their constituents, ensure that the devices on the network 
comply with security policy, and help respond to security incidents.   

Residence halls on university campus provide challenges for system 
network administrators.  The university has no control over the types of 
computers students bring, or what software is on their computers  This 
environment makes the residence halls susceptible to widespread virus 
infections.  

Both KU and K-State had severe computer virus outbreaks in residence 
halls last year that affected the universities’ computer networks.  Both 
subsequently developed and provided students with anti-virus programs 
to protect their computers, and report that there have been no outbreaks 
this year.

Each University Protects 
Itself from Viruses 
Coming from the 
Residence Halls, But 
Emporia State Needs To 
Do More To Help Protect 
Its Students from Viruses
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KU purchased a campus-wide license for anti-virus software 
that provides the software free-of-charge to the students.  The 
University requires students to have the software on their 
computers before they can log onto the network in the residence 
halls.  In addition, KU has a system that checks students’  
computers for current anti-virus updates and security patches—if 
the computers aren’t current, students can’t log onto the network.

KSU also purchased a campus-wide license for anti-virus software 
to cover student computers.  It then launched Operation PC in Fall 
2004, where each student was required to have IT staff remove 
software viruses and apply security patches, install the managed 
version of an anti-virus product, and register their computer before 
the student was allowed to connect into the University’s network. 
University offi cials reported updating 3,000 computers in three 
days.  This process will be repeated at the beginning of each Fall 
semester 

Emporia State needs to do more to prevent student computers 
from becoming infected with viruses.  Emporia State has placed 
the residence halls on isolated networks, and placed a fi rewall 
between the residence halls and the rest of the university.  This 
action keeps student computers from infecting the university 
network.  However, it has taken few steps to ensure that student 
computers have current anti-virus software, or that appropriate 
patches have been applied to their software.  As a result, student 
computers are susceptible to viruses, trojan horses, and worms 
when they hook into the network in the residence halls, and viruses 
can spread freely throughout the residence halls.

 User awareness of security issues is a key element in maintaining 
the integrity of computer systems.  Regular users generally 
are considered to be the most signifi cant security risk in any 
organization.  Therefore, it’s imperative to educate employees 
about security and the important role they have in the process.  

For example, anti-virus software is always a step behind the 
viruses themselves, and in the interim before the software is 
updated and downloaded onto individual computers, a user who 
has learned not to open a document from an unknown sender, or 
one with an “.exe” tag,  is the fi rst line of defense.  

Although Emporia State has placed security awareness information 
on its IT website, it does little else to make staff and students 
aware of IT security issues.  By contrast, KU has initiated a 
mandatory university-wide program to help local IT staff better 

Security Awareness 
Training Needs To Be 
Beefed-Up at Emporia 
State University
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understand security issues and become better trained at dealing with 
them.  It also makes presentations to departments and faculty groups 
on campus.  

And both KU and K-State reach out to students:  KU publishes 
technology tips in the student newspaper, and the K-State IT 
Assistance Center publishes a weekly newsletter that contains basic 
security tips such as how to protect yourself from attacks, and the 
importance of applying security patches. 

CONCLUSION In many ways, universities present the most challenging environment for 
security in State government.  Unlike most agencies, their business model 
demands openness in their networks, and they have a large number of 
different kinds of users with very diverse needs.  All these needs can be 
met and still maintain a secure environment, but to do so takes skill and 
good communication on the part of the security function, and clear support 
from upper-level management.  Progress in securing these complex 
environments is being made to varying degrees at each of the three 
universities we reviewed, but all seem to be missing some of the basics.

With computer security, written policies are essential.  Because of the 
level of risk and the technical nature of the subject, it is vitally important 
that everybody know the “rules,” that people do things consistently, and 
that users know their roles.  In addition, because security is sometimes 
inconvenient for people, they need to know that upper-level management 
supports strong security measures.  The only way to accomplish all these 
things is through written policies and procedures.  “Unwritten rules” don’t 
work in large and diverse organizations.  We found some good practices 
at all three universities, and the University of Kansas is in the middle of 
a large effort to identify and adopt needed security policies.  However, 
as the fi gure on page eight shows, all three have a long way to go in this 
area.  For the needed policies to be adopted successfully, the universities 
must address their unwieldy policy-setting processes.  For all the needed 
policies to get through the universities’ current approval processes 
would probably take years. They need to fi nd some way to enable all the 
important groups of users to have input into the policies, and get them 
approved in a timely manner.

Finally, the universities need to upgrade the level of the security function 
and the security offi cer role.  That function is important in monitoring the 
effectiveness of the policies, and keeping the process dynamic.

The following recommendations pertain to fi ndings presented 
in this public report.  The confi dential reports contain additional 
recommendations for security weaknesses we found at specifi c 
universities.
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RECOMMENDATIONS To ensure that the universities manage the security of their 
systems effectively, they should do the following:

develop written policies to implement current adequate, 
but unwritten, practices identifi ed in this report 
develop written policies in the areas identifi ed generally 
in this report—and detailed in the confi dential reports—as 
lacking adequate practices
streamline their processes for approving written security 
policies, so that policies that meet the standards of best 
practices can be adopted on a timely basis. 
  

To ensure that the information security function has the 
organizational independence and authority it needs to be 
effective, the universities should do the following:  

at KU, the security offi cer should report directly to the 
Chief Information Offi cer 
at K-State, the duties of the security offi cer should be 
reconfi gured to include more involvement in monitoring 
security.  In addition, the security offi cer should report to 
the Chief Information Offi cer.
at Emporia State, a security offi cer position should be 
established.  That position should report to the Chief 
Information Offi cer.

To ensure that information security is handled more 
consistently throughout their campuses, the universities 
should:

increase security training for technical staff, both centrally 
and in the departments
expand communication between the central staff and the 
departments regarding basic controls and procedures for 
responding to incidents.

To ensure that users are better protected and better educated 
to serve as the fi rst line of defense in computer security, the 
universities should do the following:

make users more aware of security issues and how to 
protect themselves.  This could be done through articles 
in the school newspapers, email notices, web-sites, and so 
on.
require every system connecting into the university 
networks to have the current software patches and the 
most current virus-protection software.

1.

a.

b.

c.

2.

a.

b.

c.

3.

a.

b.

4.

a.

b.
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Appendix A

SCOPE STATEMENT

Regents Information Systems:
 Reviewing Computer Security at Various Universities

 In fi scal year 2003, the Regents’ institutions spent about $50 million on their core information systems;  
this fi gure does not include the salaries for the unclassifi ed staff who make up more than half the total IT 
staff.  In all, about 620 FTE staff develop, maintain, support, and control the central information systems 
for the universities.   The universities are at various stages of re-engineering their information systems, 
developing and implementing new applications, instituting wireless access, and expanding accessability 
from the Internet.  

 During the last few years, concerns have been expressed about the lack of monitoring of State computer 
systems.  Each year State agencies become more dependent on their computer systems and on the data 
those systems contain to make decisions and fulfi ll their missions.  More and more, computing is moving 
out of the data center and into the hands of staff who use the data to make decisions.  Computers and 
computer networks also are being used to communicate with the public, provide services, and conduct 
business. 

 These are positive developments that can result in increased effi ciency and effectiveness and better 
service.  However, signifi cant risks are associated with these advances in technology that agencies 
should be addressing and managing.  In fact, over the last two years there have been several high-profi le 
computer intrusions at Regents’ institutions that resulted in sensitive student and staff data being stolen.  
At present there is little oversight of agencies’ computer operations to monitor whether these risks are 
being adequately managed.

 To help address these risks, the Legislative Post Audit Committee approved an ongoing series of  
information system audits to be done as an adjunct to the Division’s compliance and control audits.  This 
audit looks at universities’ information systems, and will address the following questions:

How well do universities manage the security of their information systems? To answer this question, 
we will choose a sample of three universities and review each universities’ system of managing 
its information system security, with emphasis on how the security functions are structured and 
managed, and on security policies and procedures. 

How well do the universities carry out their security policies?  This question will follow from the 
previous question, but will look in greater detail at how certain policies are carried out.  The emphasis 
in this question will be on those areas we judge to be the most important or present the highest risk, 
such as how they respond to security incidents.  Based on the results of question one, we will choose 
one or more universities to review for this question.

We anticipate releasing each question in a separate report.

Estimated time to Complete: 12-14 weeks for each question.

1.

2.
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Appendix B

Agency Responses

  On April 13-14, 2005, we provided copies of the draft audit report to the Board of 
Regents, the University of Kansas, Kansas State University, and Emporia State University.  
Their responses are included in this appendix.
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